Crypto Guide for External API Clients

The External API Clients has to sign there payload with their private key and encrypt with provided HSBC public key received in secure
email, before invoking the API. Similarly only the response will be valid if client application can decrypt the response with there private key
and verify the response payload with HSBC public key.

To perform the above operation in Java here is provided the Sample code and instructions. the below provided Java PgpHelper class in java
will require the list of dependencies as below.

PapHelper.java



pom.xml

<dependenci es>

<dependency>
<gr oupl d>or g. bouncycast | e</ gr oupl d>
<artifactld>bcpki x-jdkl50on</artifactld>
<versi on>1. 56</ ver si on>

</ dependency>

<dependency>
<gr oupl d>or g. bouncycast | e</ gr oupl d>
<artifactld>bcpg-jdkl5on</artifactld>
<versi on>1. 55</ ver si on>

</ dependency>

<dependency>
<gr oupl d>or g. apache. conmons</ gr oupl d>
<artifactld>omons-lang3</artifactld>
<versi on>3. 3. 2</ ver si on>

</ dependency>

<l-- https://nvnrepository.comartifact/conmons-i o/ conmons-io --

<dependency>
<gr oupl d>comons-i o</ gr oupl d>
<artifactld>comons-io</artifactld>
<versi on>2. 6</ ver si on>

</ dependency>

<dependency>
<groupl d>or g. apache. | oggi ng. | og4j </ gr oupl d>
<artifactld>l og4j-api</artifactld>
<versi on>2.11. 0</versi on>

</ dependency>

<dependency>
<gr oupl d>or g. bouncycast | e</ gr oupl d>
<artifactld>bcpg-jdkl5on</artifactld>
<versi on>1. 55</versi on>

</ dependency>

<dependency>
<groupl d>com fasterxnl . jackson. cor e</ groupl d>
<artifactld> ackson-dat abi nd</artifactld>
<versi on>2. 9. 5</ ver si on>

</ dependency>

</ dependenci es>

The above dependencies will be required from bouncycastle, apache common and logging to make the above class work.

Once this is all set. The client application will be required to configure the following resources.

1. HSBC bank's provided public key on the class path or on absolute path, commonly in resources folder

2. Place the PGP Secret key same as the bank public Key.

3. Configure the password for the client Secret key. as the PGP Secret key is secure place holder for PGP private keys protected by a
password.

Once the above is configured. Now you can write the client service class using the following code snippets to complete the following
processes.



- Load resources

Load the required resources for the process like Own Secret Key and Bank's public key

Load resources

Buf f er edl nput St ream secret _key= (Bufferedl nput Stream) C asslLoader.
get Syst enmResour ceAsSt rean( " pgp- secret. asc");

Buf f er edl nput Stream bankls = (Bufferedl nput Stream) C assLoader.

get Syst enmResour ceAsSt r ean( " bankpubl i ckey. pgp");

Buf f er edl nput St r eam dat aSt r eam = (Buf f er edl nput Stream) C assLoader.
get Syst enmResour ceAsSt rean( "sanpl eData. t xt");

PGPSecr et Key key = pgpHel per.readSecret Key(secret key);

PGPPri vat eKey clientPrivate = pgpHel per.findSecret Key(key, "password".
toCharArray()); /1 Read the private key from secret

PGPPubl i cKey clientPublic = key. getPublicKey();

/1 get client public key fromsecret too.

PGPPubl i cKey bankPubl i ckey = pgpHel per.readPubl i cKey

(bankl s); /1
read bank key object fromthe stream

- Sign and Encrypt the payload

As of now the resources are loaded in application. Now you can use the below code to sign and encrypt the provided payload

Sign and Encrypt

PGPSecr et Key key = pgpHel per.readSecr et Key

(is);

/'l PGP Hel per method to read the client secret fromthe inputStream
PGPPri vat eKey clientPrivate = pgpHel per.findSecret Key(key, passPhrase.

toCharArray()); /1l Get out the client private
key

PGPPubl i cKey bankPubl i cKey = pgpHel per.readPubl i cKey

(bankl s);

/1 get Bank public Key

Byt eArr ayQut put St ream baout = new Byt eArrayCQut put Stream() ;

pgpHel per. encrypt AndSi gn( baout, dat aSt r eam bankPubl i cKey,

clientPrivate); /1 Sign and encrypt the payl oad
byte[] encAndSi gned = baout.toByteArray();

/1 get the payl oad out from output stream

baout . cl ose();

/'l good practice to close the stream

At the end of above code the payload is ready in baout an OutPutStream to convert either in string value or write onto the request.

« Decrypt and verify the payload

The below code is to decrypt the response from HSBC and verify the signature to ensure the integrity of the content. The below code expect

the payload in inputstream shape.



Decrypt and Verify

PGPPubl i cKey bankPubl i ckey = pgpHel per.readPubl i cKey

(bankl s);

/'l PGP Hel per method to read bank public key

PGPSecr et Key key = pgpHel per.readSecr et Key

(is);

/1l PGP Hel per method to read the client secret fromthe inputStream
PGPPri vat eKey clientPrivate = pgpHel per.findSecret Key(key, passPhrase.
toCharArray()); /1l Get out the client private
key

Byt eArrayQut put Stream bo = new Byt eArrayCQut put Streanm();

/1 place holder to wite the decrypted and verified payl oad

pgpHel per. decrypt Strean{dataStream bo, clientPrivate, bankPublicKey,
test); /1 decrypt and verify the payl oad

bo. cl ose();
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