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1. Treasury — ftFR& & API

1.1 API{E8

hRA: v3

18 HTTPS

YDEIME URL: https://sandbox.corporate-api.hsbc.com/

4FFIAR URL: “AEFENE - IBEBAREIIEPEIE

ISO pain.001.001.03 #5E: HSBC pain.001.001.03 HighValuePayment

1.1.1 i

IRURRE APl FIFAREER—HESHARTXIIES, B APl EFOIMEEIKFAENFIRIE, o
FIRALUZEBEN S E @A,

AP| SZHFETFRSEBURNTERAY URL B8R

o [IRYERSE (T, RIRYLEE - /payments/instant-settlement

o THHRIBTKGERKHERIEIRFIFK - /payments/instant-receipt

o THHRIRTKEKKHEIIRLEIIFR - /bulk-payments/instant-receipt

® {IFUIAESEIA - /payment/status

{ERMFUARE APl ERAUTFEREENTHNE R A AIRELITISR. [IFHINIREE SRR,

ST FBASERHE BRIRMTERIE, (RISWEI AP BRIHES. IIF. W ERIHIFASE.,
EAIRIRPETSZAT APl BE AR R TS . SENIESHATRIAES.

BRAERHIREE, BNXLE AP B2 IREIREEELE ISO 20022 Payment Initiation (pain) RIZ/EHHR
i,

pain.001.001.03 EFEAEKAEIRATEREZESMNELKFEZ R,

I FENEMXAISLRISfT, BREEHMEEEM XML R (XMLPF), BRI (IESR /MK ENE
B, AALUERIZEBEIAIX RTP SOOI TSZ(PIRSEA.

AR, RREERGHIIETEER HSBC StTifE, AMIRERIGRIRM TIR(FSR

1.1.2 [RAHBHE

A o=l K& fA
V1 2018 F 12 H B 24 API
V3 2023 F9 A [ER OpenAM LEfE — SR
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https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_pain.001.001.03_HighValuePayment.pdf

1.2 APl & 51AE

ABASERER:

TIRFIPAINNZS HSBC EERENSE

BE IWT LGP ERMNTER
THRUMI4ERLFTE JSON Web <S4 (JWT) RUHERA!

1.2.1 ZEHR

EHECHRITMERL AR R eERE, TERNRERL AN

e EX HiY
EREZEMN(TLS) HTTPS &8 F=FIER(SSL)
HESsZE EInE PGP FATRFIANGH
APIIAE XJ APHIERFHITIAIE % HE T Basebd FREZHY JWT
(JWS) - Bl
EFSMALE EFHBMHER Z [ Profile ID - HCFHRITH
et

122 fmERE

ATBENRZE, BERERSRAMELSIVHT, BIZEFMECFRIT AP ZERGERZFERER HTTPS i
WHIEREZ MY (TLS). TLS 2—fiiEimi, BRNEEHENSEECHERREBEERE.
SEABRSICFRITEL HTTPS EEi, FEERKFLER. WIPEEFEREERFE SS) &
FAEHNINERA, EFERERAEEERUEEFIICFRITZAEATEN T EEER.
EERZITEAIN APl ZA1, BHREVERAERE AIASEBIAT AR EEAES.

1.2.3 HEZABINZ

BRTERmEZEM I, ICRRITEERIEENHRRBIRA T MIZ 2, BRRINEERTE
TRPEREAEIFRINE SR, Ak, BLFLCFRITZERM APl BEAHRIINL SRR,
NPT R —IIFRARPAFARRIER. XEFRO AR REURF A TEMNINIE. SEETEH
1TERBINEAIRASLREAER, B NRNPERATIHY, MENAFABRRER. (ERARINEATEIER
REE RN AITATRIFE .

NRINEASEIINE. FEMARTSIAMY. (CFRTH APl STHFIRIFRINE, BIERARIIEEYE, (£
AIBRFEEGR. APEZEEREBETIA, MARRRENEATLEZER.

HTHSINERNER, Satl. BLALCFRITHRTEREANE, LMESUTILIEE APl IIZEE
HE.
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PGP &

PGP B—MINE 5%, NEUEBERENEEMINSHIDE. PGP BTXNA, BFEMF. X4, BR
MBMEESXHTES. IIENEE, FESEFHMEEENRENS.
1. PGP IIZHERIZRMHA?
HT APl BHRINZRIERY, WIE AP| iHERE (FFim) 70 APl 1RHEE (HSBC) ZIARTRAH PGP &

.

2. EHEIREN PGP Z$EXY?

ZFOILAER GnuPG Bt GPG &AL T B4R B CHIFAR/AET.

Nt PGP ZBIE:

o TEEL: 2048 i

® RSA IEFEE: SHA-256

THREBERMES, BEHREN HSBC ZFistEmBtR AL A BSHASIRERF.,
3. BAfEF PGP &5AXE?

EFREXRCHRRMTAEERIEERCFRITINERIIEES. SRNCFRTREEER, =R
HRWIECFRITRISEFER. (CFRITERZEPIQBENE R AEREAYE R THRRIFRCE.
HFZ=£BH, ICFRITHARSFHSEN, FESMAEPERE.

4. PGP ZiRRIREFIIAZ

Bt

{Eali

B

EFTFAH

RIfEFR A e RL 2T AT IMETAR. RE
NEZ2NAER: BPER - FAELUGIAR
ERBII S EIS R ER R, BT
(ER=EEINE T E/ZHREEGERTIN - &
ESEBRIFNZHEEES, flm JKS 5%
PKCS12 ZSPFMERE. BRI AGZINZE.

IRBEBERE. AT, NREFITEE
TIRRRERGHEE, EEAEME
£[RE, NRERFTAIFARRE
RERAIZER,

BATFRBRATFOAN, EhTERERIFHTTE
BALESR. B mA LUSYIIE S G E (A
HENNXERGS, SERTETEREE - 8§
e ZRANE R E— R ET,

MFERE PGP 4, ERS
ERERRIRM. BR, CA £
RYEBRIETEIBUR T A CA
RIMSEIt K. &= RNARER 1
B2 4,

CFRITHR
A

il

BRHEIEEN 15, BIH1E2
A, FHMIMER— M ETX,
FEFinBeTBE PGP BIRERT
=L ERAI SO NN LI
ZIFFASIES.

© HSBC Technology and Services. All rights reserved

INTERNAL




1.2.4 APl SHIEE - IWT IEHF

APl SHEIERFERAEEA JSON Web $5# (JWT) #4780, BRIERAICE APl IRSAT, EWIRTE
HTTP iRk itShE, IXFRR RE RIS ANFTRSTH R BN A BaiRIfNEERTAIAY APl RS,
JWT HEFLER, MAREICERITIRE. BIrZLRERILUSEERNREESRA JWT LA
WIRBtE, LATMBER"io.jsonwebtoken’java FE,

BIER JWT {REE:
® XEFFAR
® PN

® ZX=P Profile ID

ZF Profile ID 2 HSBC 78I FI 3 R R A IRITRIRFT,

FASERINZZANN—EN RZESREBERME, QNIPFSLFRTHE, EEPEIEREN—ERD.
MFib&EiAa, FBRIRNZZEF Profile ID SECIE D EINEITIEIR AL,

AR

//1. Build the JWT structure
Map<String, Object> claims = new HashMap<>();

long nowSeconds = System.currentTimeMillis() / 1000;
claims.put("iat", nowSeconds);

claims.put("jti", UUID.randomUUID().toString());
claims.put("sub", "BS0000111111"); //your profile id
claims.put("aud", "baas");

//2 Generate hash code for request payload and put into JWT Token

claims.put("payload_hash", "038c3d8437c49840591baf7eb2a2f292c4f959acfe048444da48fc376df36b87");
//your payload hash code

claims.put("payload_hash_alg", "RSASHA256");

//3 Set JWT header

Map<String, Object> header = new HashMap<String, Object>();
header.put("kid", "71F28C2FB8886368"); //key id
header.put("typ", "JWT");

header.put("ver", "1.0");

header.put("key_typ", "PGP");

header.put("alg", "PS256");

//4 Generate and Sign the JWT (JWS)
PrivateKey rsaKey = pgpHelper.convertToRsaKey(getPrivateKey());

String token = Jwts.builder().setHeader(header).setClaims(claims).signWith(rsaKey,
SignatureAlgorithm.PS256).compact();
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1.2.5 JWT Header F R

THEENXT JWT Header hERZINFER

HE B EAWE A Al

typ ShEseE 2 RIEE JIWT JWT

kid PGP Key ID = HSBC FBF38IE JWT &ZAI258 ID, | 900864F8C11EB743
ICFRITAEF1RHRY PGP Z$AX
HrhiE It 4R 1D JEENANR, LASRIIE
JWT &4,

alg BEEZE = FFIRIE<SE FRSENEIE, 2F | PS256
LATE%: RS256, RS384, RS512,
PS256, PS384, PS512,

ver hRAS = CFEAEFE. BRIEFAREHEIZE | 1.0
79"1.0",

7 FAiHERE PS256, PS384 #1 PS512 &%, miAARHE( M RSA &L, PKCS#1.5 HFEH/ZE (RS256,
RS384 #1 RS512) ;& ERMENZELRF, WBEMNA PSS HFEH UK.

5l
{
"typ": "JWT",
"kid": "A9248DOE4A463426",
"alg": "PS256"
"ver": "1.0"

}

1.2.6 JWT Payload = 9= E%

TERENT JWT Payload RERFINFER

#EE

BN

=7
EE

Wi

ik

AN/l

jti

JWT ID

=
=

SHEEXDA/NGRIE—IRRTT, Bl
EEARARITE ZEEZNIT. 518
BRERINM B AR REIEIRA
R LAREEALT ; A0SR e
BN EmE, NBERR R hE
ERRIEZ ARG, “jti"FEEERS
FATFBrLE JWT #ERE, "jti"ERX
DARNGHIFFFER,

74760410-f963-
11e8-b2a3-
1bb26e1e5b69
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iat EKEHE | 2 R JWT ERRIEGE), BEZER | 1565150776
HAR9E(ETZ L
sub FK = R JWT BUER, BREZFH | PC000012345
Profile ID
aud 2R 2 | R JWT p9Els, —EIRER | baas
baas
payload_hash Payload | 2 HTTP i&EKIEMHY hash §3, F3F | 1dab559f1f4bf4f3ca...
157%h8 Mule Policy i3
payload hash alg | Payload | 2 Payload HUNEHEEEL, XIFLITE | RSASHA256
IeHExE A
® SHA-256 (RSASHA256)
® SHA-384 (RSASHA384)
® SHA-512 (RSASHA512)
1
{
"jti": "5ccfd3a0-36al-11ea-b780-eeee0af2723c",
"iat": 1578987726,
"sub": "PC000012345",
"aud": "baas",
"payload_hash": "a00ccbh...",
"payload_hash_alg": "RSASHA256",
}
1.3 KR
AT RBRFHBUIR:
o HE APIIEREMAHF NI TERAHINE
o LpHESEZFIRSHE (JWT)
o 4biE API IR FFERILSER
MNFEMNEKR, BESUTRE:
1. S JSON SHhpyEiE HTTP IEKIEN,
2. {3 HSBC BIAAINE HTTP iEKIEX.
3. EREFmSEJIWT),
4. TEREXRAIRBIERIFLTRINEES JIWTUWS).
5. INKEX ID LAME— AR S P INERFHRL,
LT EBD B e hUhBRISERE SR,
© HSBC Technology and Services. All rights reserved 8

INTERNAL




1.3.1 $B1-ERKIEREX

{5/ API S5 SUSIRIEIS ERIARSSHY API #Er8 U payload #UE.
AP ZEIEFRIEA APl IRSHILETRMANERIEN HSE — B2 WiRmKE.,

1.3.2 S, 2-10F HTTP 15RKIEX

HiF ik &t
AL HTTP iERIEX (JSON #%3() 8% AP B
=1H HSBC 1RHtHINA AR HSBC IRMEAI A

HEIEMINELER:

o (ERAB—LHESRIBKIEN

® {#f3 HSBC IRHRINRINEHEIA

® (%F Base64 fRIDINIZRIEEIKR

(S ERNE

AT T RMEESEINEHR, ILRAATERY Java FEF/afRERTE U FERIAM

plainText
encryptKey
signKey

Exception

public String encryptAndSign(String plainText, PGPPublicKey encryptKey, PGPPrivateKey signKey, String
signer) throws Exception {

if (plainText == null | | plainText.length() <= 0) {

throw new lllegalArgumentException("Plain text is empty.");

}

ByteArraylnputStream in = new ByteArraylnputStream(plainText.getBytes());

ByteArrayOutputStream out = new ByteArrayOutputStream();

encryptAndSign(out, in, encryptKey, signKey, signer);

byte[] encrypted = out.toByteArray();

String encryptedBody = new String(Base64.getEncoder().encode(encrypted), Charset.defaultCharset());

in.close();
out.close();
return encryptedBody;
}
© HSBC Technology and Services. All rights reserved 9
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* @param outputStream Encrypted and signed output stream
* @param inputStream Input stream that needs to be encrypted
* @param encryptKey the public key used for encryption provided by HSBC
* @param signKey your own private key for signing
* @param signer the name of signer
* @throws Exception
¥/
public void encryptAndSign(OutputStream outputStream, InputStream inputStream, PGPPublicKey
encryptKey, PGPPrivateKey signKey, String signer) throws Exception {
OutputStream out = new ArmoredOutputStream(outputStream);
try {
//generate encrypted data packets
PGPEncryptedDataGenerator encryptedDataGenerator = new PGPEncryptedDataGenerator(new
JcePGPDataEncryptorBuilder(PGPEncryptedData.AES 256)
.setWithIntegrityPacket(true)
.setSecureRandom(new SecureRandom())
.setProvider(bcp));
encryptedDataGenerator.addMethod(new
JcePublicKeyKeyEncryptionMethodGenerator(encryptKey).setProvider(bcp));
OutputStream encryptedOutputStream = encryptedDataGenerator.open(out, new
byte[DEFAULT BUFFER_SIZE]);

PGPCompressedDataGenerator compressedDataGenerator = new
PGPCompressedDataGenerator(PGPCompressedData.ZIP);
OutputStream compressedData = compressedDataGenerator.open(encryptedOutputStream);

//generate complete OpenPGP signed packets

PGPSignatureGenerator signatureGenerator = new PGPSignatureGenerator(new
JcaPGPContentSignerBuilder(signKey.getPublicKeyPacket().getAlgorithm(),
PGPUtil.SHA512).setProvider(bcp));

signatureGenerator.init(PGPSignature.BINARY_DOCUMENT, signKey);

//generate signed sub packets, such as signer, sign time, sign key id etc
PGPSignatureSubpacketGenerator subpacketGenerator = new
PGPSignatureSubpacketGenerator();
subpacketGenerator.setSignatureCreationTime(false, new Date());
subpacketGenerator.setSignerUserlD(false, signer);
subpacketGenerator.setlssuerKeylD(false, signKey.getKeyID());

signatureGenerator.setHashedSubpackets(subpacketGenerator.generate());
signatureGenerator.generateOnePassVersion(false).encode(compressedData);

//generate literal data, specify metadata such as data type, date, and file name

PGPLiteralDataGenerator literalDataGenerator = new PGPLiteralDataGenerator();

OutputStream IOut = literalDataGenerator.open(compressedData, PGPLiteralData.B/INARY,
"Sample-Data", new Date(), new byte[DEFAULT BUFFER_SIZE)); //bOut

// convert input stream into byte array, then write into output stream wrapped by encryption,
© HSBC Technology and Services. All rights reserved 10
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compress algorithm
byte[] data = IOUtils.toByteArray(inputStream);
|Out.write(data);
signatureGenerator.update(data);

|Out.close();
literalDataGenerator.close();

signatureGenerator.generate().encode(compressedData);

compressedDataGenerator.close();
compressedData.close();

encryptedOutputStream.close();
encryptedDataGenerator.close();

out.close();

logger.info("encryption key id: {}, sign key id: {}", encryptKey.getKeylID(), signKey.getKeyID());
} catch (PGPException e) {
logger.error("PGP Exception", e);
if (e.getUnderlyingException() != null) {
logger.error("PGP Exception ", e.getUnderlyingException());

}
} catch (Throwable e) {

logger.error("unknown PGP Error", e);

if (inputStream != null) {
inputStream.close();

@Test

public void testEncryptionAndSign() throws Exception {
String plainText = "Trouble will find you no matter where you go.";
String r = pgpHelper.encryptAndSign(plainText, getPublicKey(), getPrivateKey(), "Customer A");
Assertions.assertTrue(r.length() > 0);

}

(ACENTEIR

1) BREEINZENRER SRR TR

2) {8 I0Utils.tolnputStream & EiEE /TN
3) f5F HSBC ABENNEEEXIRAS Skt TN
4) {3 base64 XINNHLEERH TS
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T—, &£ JWS

1.3.3 B 3-EFMERERLNE

JWT A

TRENXT JWT Payload hERRINFER, FMEFREWE, FRIVENIESE"1.2.6 IWT Payload"&B

VAN

JJ
) Z2F (VA= =~
typ Token 384 JWT 3L JWT - RREAIWT”
kid PGP Key Id JWT sk 900864F8C11EB743
alg BREE JWT 3L PS256
ver hRAS JWT 3L 1.0 - WIRZER"1.0"
jti JWT ID JWT GEER 74760410-f963-11e8-b2a3-
1bb26e1e5b69
iat KAnbE JWT tRgEfR 1565150776
sub EK JWT SREER PC000012345
aud IR JWT Tz baas
payload_hash E =K hash & JWT GaEERR 1dab559f1f4bf4f3ca...
payload hash alg | A FEK hash &% | JWT fagiER RSASHA256

IWT EBPER:

1) (ER RO ERE JWT 414

2) FRTEE 2 PHIINEERAFAR hash 13
3) #EIWT L

4)  HERFNEE IWTUWS)

KRS0
//1. Build the JWT structure
Map<String, Object> claims = new HashMap<>();

long nowSeconds = System.currentTimeMillis() / 1000;
claims.put("iat", nowSeconds);

claims.put("jti", UUID.randomUUID().toString());
claims.put("sub", "BS0000111111"); //your profile id
claims.put("aud", "baas");

//2 Generate hash code for request payload and put into JWT Token
claims.put("payload_hash", "038c3d8437c49840591baf7eb2a2f292c4f959acfe048444da48fc376df36b87");

//your payload hash code
claims.put("payload_hash_alg", "RSASHA256");

© HSBC Technology and Services. All rights reserved 12
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Map<String, Object> header = new HashMap<String, Object>();
header.put("kid", "71F28C2FB8886368");

header.put("typ", "JWT");

header.put("ver", "1.0");

header.put("key typ", "PGP");

header.put("alg", "PS256");

PrivateKey rsaKey = pgpHelper.convertToRsaKey(getPrivateKey());
String token = Jwts.builder().setHeader(header).setClaims(claims).signWith(rsaKey,
SignatureAlgorithm.PS256).compact();

SRR :

1) #38 JWT &4

2) JINNERIERAEERER hash £3
3) MR IWT sk

4) HERFIEE IWTUWS)

T—4, WS B HTTP 3k

1.3.4 F$B 4-FMEZE IWTOWS)E] HTTP 3L

SO0 JWS | HTTP sLZB Authorization =ER
Authorization=IWS eyJ2ZXIiOiIxLjAilLCIraWQiOiJBNjI4RjhBRDY3NERCQz
T4, RIEEMESS APl URL BHGBAIERFIIEEFER

1.3.5 B 5-RIMRBERILERFIRE

RIEEEIRRY APl URL B RS EMIEEHERT header FER
KBk ID 2—MiE— ID, SHIRINRFEMARE—TRRE—MEK

1.3.6 4hTRog K7

NaRZER HTTP M RZASFOANZE AN R E S ZE Ry,

fVEslSE TR

1) —MERIIERERINE AL ERE— NI E R base64 #1743 T HIGE

2) {sFH base64 fERSIIRGERATE,

3) (ERRATARRREMRIDERTER AR

4) BEENREERS APl URL OTeEERTAR, BEIRESE(RERRY APl URL 324
— BRI EEFNSRASHINERLHR -
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"profileld": "PC12345678",

"referenceld": "b7e0fdacd8bd",

"statusCode": "ACCP",

"statusDesc": "Accepted Technical Validation (L2)",

"reportBase64":"PFJIc3BvbnNIPgOKICA8UGF5bWVUdEIKPMI3ZTBmMZGFjLWQ4YmQtNDk1MC1i
ZDNGIjSWQ+UEMxMjM +"

}
KRS0
/**

* Decrypt and verify encrypted message with your private key and HSBC public key

o

* @param ciphertext encrypted message encoded with Base64

* @param privateKeys your own private key used for decryption

* @param publicKeys public key provided by HSBC

* @return Decrypted message

* @throws Exception

*/
public String decryptAndVerify(String ciphertext, List<PGPPrivateKey> privateKeys, List<PGPPublicKey>
publicKeys) throws Exception {

ByteArraylnputStream inputStream = new

ByteArraylnputStream(Base64.getDecoder().decode(ciphertext));

ByteArrayOutputStream outputStream = new ByteArrayOutputStream();
decryptAndVerify(inputStream, outputStream, privateKeys, publicKeys);

return outputStream.toString("UTF-8");

/**

* Decrypt and verify encrypted message with your private key and HSBC public key

* @param in encrypted input stream

* @param out decrypted output stream

* @param privateKeys your own private key used for decryption

* @param publicKeys public key provided by HSBC

* @throws Exception

*/
public void decryptAndVerify(InputStream in, OutputStream out, List<PGPPrivateKey> privateKeys,
List<PGPPublicKey> publicKeys) throws Exception {

© HSBC Technology and Services. All rights reserved 14
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if (in == null) {

throw new lllegalArgumentException("The encrypted data is null");

PGPEncryptedDatalist encryptedDatalist;
PublicKkeyDataDecryptorFactory dataDecryptorFactory = null;
PGPPublicKkeyEncryptedData encryptedData = null;
try {
// create PGPObjectFactory obj, parse and handle input stream, get encrypted data list obj
PGPObjectFactory pgpObjectFactory = new PGPObjectFactory(PGPUtil.getDecoderStream(in),
keyFingerPrintCalculator);

//#1 get data obj from PGPObjectFactory check if it's PGPEncryptedDatalist
Object obj = pgpObjectFactory.nextObject();
if (obj instanceof PGPEncryptedDatalist) {
encryptedDatalist = (PGPEncryptedDatalist) obj;
}else {
// the first object might be a PGP marker packet.
encryptedDatalist = (PGPEncryptedDatalist) pgpObjectFactory.nextObject();

// data list should only include one encrypted data obj
if (encryptedDatalist.size() > 1) {
logger.warn("There are {} encrypted data, only decrypt the last one",

encryptedDatalist.size());
}

//#2 get the encrypted data, only process the last one
Iterator<PGPPublicKeyEncryptedData> it = encryptedDatalist.getEncryptedDataObjects();
while (it.hasNext()) {

encryptedData = it.next();

//#3 Find the matching private key to create PublicKeyDataDecryptorFactory obj
for (PGPPrivateKey privateKey : privateKeys) {
if (encryptedData.getKeylD() == privateKey.getKeyID()) {
dataDecryptorFactory = new

JcePublicKeyDataDecryptorFactoryBuilder().setProvider(bcp).setContentProvider(bcp).build(privateKey);

break;

}

© HSBC Technology and Services. All rights reserved 15
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} catch (Throwable e) {

logger.error("Parse and handle input stream failed", e);

if (dataDecryptorFactory == null) {
throw new PGPException("Provided key id does not match the key client used on this payload");

PGPCompressedData compressedData;

PGPOnePassSignaturelList onePassSignatureList = null;

PGPSignaturelList signaturelList = null;

ByteArrayOutputStream plainOutput = new ByteArrayOutputStream();

InputStream decryptedDataStream = null;

byte[] output = null;

try {
//#4 Get the plain text by using your private key to decrypt the encrypted text
decryptedDataStream = encryptedData.getDataStream(dataDecryptorFactory);

// parse and handle decrypted data stream, get compressed data obj

PGPObjectFactory pgpObjectFactory2 = new PGPObjectFactory(decryptedDataStream,
keyFingerPrintCalculator);

Object dataObj = pgpObjectFactory2.nextObject();

while (dataObj != null) {
if (dataObj instanceof PGPCompressedData) {
compressedData = (PGPCompressedData) dataObj;

// parse out compressed data

pgpObjectFactory2 = new PGPObjectFactory(compressedData.getDataStream(),
keyFingerPrintCalculator);

dataObj = pgpObjectFactory2.nextObject();

if (dataObj instanceof PGPLiteralData) {
// have to read it and keep it somewhere.
Streams.pipeAll(((PGPLiteralData) dataObj).getInputStream(), plainOutput);
} else if (dataObj instanceof PGPOnePassSignaturelList) {
onePassSignaturelList = (PGPOnePassSignaturelist) dataObyj;
} else if (dataObj instanceof PGPSignaturelList) {
signatureList = (PGPSignaturelist) dataObj;
}else {

throw new PGPException("Unknown message type.");

© HSBC Technology and Services. All rights reserved 16
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// get and handle the next data obj from factory
dataObj = pgpObjectFactory2.nextObject();

output = plainOutput.toByteArray();
} catch (Throwable e) {
logger.error("Parse and handle decrypted data stream failed", e);
}Hinally {
plainOutput.close();
if (decryptedDataStream != null) {
decryptedDataStream.close();

if (onePassSignaturelList == null | | signatureList == null) {

throw new SignatureException("Poor PGP. Signatures not found.");

boolean signatureVerified = false;
try {
//#5 Verify the signature using HSBC's Public Key, should only include one signature in encrypted
data
for (int i = 0; i < onePassSignaturelist.size(); i++) {
PGPOnePassSignature ops = onePassSignaturelList.get(i);
if (publicKeys != null) {
for (PGPPublicKey publicKey : publicKeys) {
ops.init(new JcaPGPContentVerifierBuilderProvider().setProvider(bcp), publicKey);
ops.update(output);

PGPSignature signature = signaturelList.get(i);

if (ops.verify(signature)) {

signatureVerified = true;

}
} catch (Throwable e) {

logger.error("verification failed", e);
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if (IsignatureVerified) {

throw new SignatureException("Signature verification failed");

if (encryptedData.isIntegrityProtected() && !encryptedData.verify()) {
throw new PGPDataValidationException("Data is integrity protected but integrity is lost.");

try {
// write decrypted byte array into output stream
out.write(output);
out.flush();
} catch (Throwable e) {
logger.error("Write output stream failed", e);

}Hinally {
if (out !=null) {
out.close();
}
in.close();
}
}
@Test

public void decrytAndVerifyTest() throws Exception {
String expected = "Trouble will find you no matter where you go.";
String ciphertext = "LSOtLS1CRUdJTiBQR1AgTUVTUOFHRSOtLSOtDQpWZXJzaW9uOiBCQ1BHI...";
String actual = pgpHelper.decryptAndVerify(ciphertext, getBankPrivateKeys(), getClientPublicKeys());
Assertions.assertEquals(expected, actual);

@Test
public void decrytAndVerifyTest2() throws Exception {
String expected = "Trouble will find you no matter where you go.";
String ciphertext = "LSOtLS1CRUdJTiBQR1AgTUVTUOFHRSOtLSOtDQpWZXJzaW9uQiBCQ1BHI...";
byte[] decodedData = Base64.getDecoder().decode(ciphertext);
InputStream inputStream = new ByteArraylnputStream(decodedData);
ByteArrayOutputStream outputStream = new ByteArrayOutputStream();
pgpHelper.decryptAndVerify(inputStream, outputStream, getBankPrivateKeys(),
getClientPublicKeys());
String actual = outputStream.toString();
Assertions.assertEquals(expected, actual);
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ASRA:

1) fRHE base64 REBAINNRL

2) (FFBCHRIRABEREINLLES, TRIZFAARIRS HSBC ST EIAXIHAIFATA
3) {#F HSBC M TRREHE

1.4 POST /bulk-payments/instant-receipt

it B R EIRSS URL
1.4.1 #ik

FL BRI ESTAIRE, BIRTREHE SR FERIHASE.
A APl RERE S 500 RXIHES.

ERAYEREFTH 1ISO 20022 XML hRZS 3(pain.001.001.038 R4,
1% AP 1R R RAIIFNE T (HESERINSER.

E P MARSZ RS AP SREHRLAIZ TR,

1.4.2 APl i&3K 3k

HRIE FRERIERAY HTTP LES4

i3] x8 ERWIH =Bl fEig
Content-Type String 2 application/json | 888 HTTP BREEIRSEE, (BEV/RE

application/json

x-hsbc-client-id | String g2 WAZIAY APl 4ZEHE CLIENT ID
x-hsbc-client- String g2 WY APl 4EHE CLIENT SECRET
secret

x-hsbc-profile-id | String | 2 PIC12345678 Profile ID, Hf HSBC 124t
x-payload-type | String = pain.001.001.03 | SZ{F/ELaZAY XML 28

1.4.3 APl i RIEX

ISO pain.001.001.03 #5E: HSBC pain.001.001.03 HighValuePayment

BAEEEIERAR
o HEMEAIRHAEIN. WESUTERIFRIISSEHEAT 500
o ([ERFRIFAAERAHIER, BA HSBC RN

® (FM base64 fRIBINZEATER
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® (HERIFEE paymentBasecs MENIERHYESE S JSON 1820

iR EA:
{

"paymentBase64": "PD94bWwgdmVyc21vbjOiMS4wIiBlbmNvZGluZz@iVVRGLTgiPz4NCjxE
b2N1bwWvz="

}

1.4.4 API g Rz 1F 3C

PRI IERTIEREIIBA ERE 2 TFIFRR:

FERA faid

referenceld Bulk Payment APl {EKAIHE—FRIR

profileld HSBC API Profile ID

statusCode IESRMRERAVAZSED, fign: ACCP

statusDesc N E RS

responseBase64 TERAMRERA XML BEIR, S30E. &8 Kk base64 JmiBihiE
[ isRE =
200 - ACTC (Technical Acceptance)

{
"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df",

"profileId":"PC12345678",

"statusCode" :"ACTC",

"statusDesc":"Accepted Technical Validation (L1) - Authentication and syntactical
and semantical validation are successful.",

"responseBase64" : "+DQogIDXxTdGFOdAXNDb2R1P1NVQk1JVFRFRDwvU3RhdHVZzQ28U3RhdHVZzRGVzYz
5QYX1tZW5"

}

200 - ACCP (Accepted)

{

"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df",

"profileId":"PC12345678",

"statusCode":"ACCP",

"statusDesc":"Accepted Instruction Validation (L2) - Description: Preceding chec
k of instruction validation was successful. Customer profile check was also successf
ul.",

"responseBase64" : "+DQogIDXxTdGFOdXNDb2R1P1NVQk1JIVFRFRDwvU3RhdHVZzQ29kZT4gTAOKICABU
3RhdHVzRZhZm9"

}
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200 - PART (Partially Accepted)

{
"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df",

"profileId":"PC12345678",

"statusCode":"PART",

"statusDesc":"Partially Processed - A number of transactions have been accepted,
whereas another number of transactions have not yet achieved 'accepted' status.",

"responseBase64" : "+DQogIDXTdGFOAXNDb2R1P1NVQk1IVFRFRDwVU3RhdHVZzQ29kZT4gzRGVzYz5Q
YX1GtzaHzhzm9"

}

PILEIESEE ) VAyaE=

® MIERZAY json [HERHRENH responseBase64 B

® ({iEF base64 RRBHEENR

o (FRRAIIFARFEZHAEFANE

SNSRIBKATSZ (R EESIIENIRRRT, DS HRAIEAGE R SEXIAGR.

1.5 POST /payments/instant-receipt
B EARMEIRSS URL
1.5.1 #HiA

SEAMEREBE—IEEHEE, BIENREMEFIAES.

BRBEATH 1SO 20022 XML kR 3(pain.001.001.03)1& 121,

iZ AP 129N 2 RFIOTFMNES (e SERINSER.

E P RERSZ RS AP SREIFREIISTBIRT.

XTFEREAEE(INR)vostro Bk, FEAE HTTP iERASLERMINMEIRRIFERINAZISIRI IR E. &
XFEIHET, B HTTP iERLESRINARIN CBRR AUMIFSEEL, Hitthfd, KPSOFCEEATEX
FEIR(E.

1.5.2 API 53K 3L

= X | BEwiE | wmbIE ik
Content-Type String | Yes applicatio |88 HTTP RIREKELE, BVAE
n/json application/json
x-hsbc-client-id | String | Yes AT APl EHE CLIENT_ID
x-hsbc-client- String | Yes HIEINAY APl 548 CLIENT SECRET
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secret

x-hsbc-profile- | String | Yes PIC12345 | Profile ID, H3 HSBC $24tt
id 678
x-payload-type | String | Yes pain.001.0 | XAJHRERERT XML 288
01.03
x-hsbc- String | No CBRR STFEPEEFSEL(INR)Vostro TP, R it
payment-type HLEB(E/ CBRR)FESRIMAIZAMISIRS AT

BE. WTHEDM. WPRIOXEAEE
121z header 55,

x4 INR Vostro ZHMHHP, MAFISZ{IEE
BRABRIZ header 58

1.5.3 APl &R E &

ISO pain.001.001.03 #5E: HSBC pain.001.001.03 HighValuePayment

BAESIEIER A

o EFEMERIGAEANE. HESTRIERESEHEZEA 500
o (FERRAVFASESEREIER, B HSBC IHMEMAENE
® (i baseb4 FRIBINERATEE

® fHFEE paymentBasesd MEENNZEFANESE/ JSON &=
B G ERGI:

"paymentBase64" : "PD94bWwgdmVyc21vbjeiMSAwIiBlbmNvZGluZz@iVVRGLTEiPzANCXE
b2N1bWvz="

1.5.4 API mg 7 &

FRINALIERGERAUIEN EAR 2 THIFER:

FRA fid
referenceld Payment APl i&3KBIE—HRIR
profileld HSBC API Profile ID
statusCode IEAXAIBRERAVAZSRS, Bln: ACCP
statusDesc WSREHERAMER
responseBase64 BERAIRERA XMLBEMR, SIIN=, B3N base6s fRIBLMIE
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N Rz a3l
200 - ACTC (Technical Acceptance)
{

"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df",

"profileId":"PC12345678",

"statusCode" :"ACTC",

"statusDesc":"Accepted Technical Validation (L1) - Authentication and syntactical
and semantical validation are successful.",

"responseBase64" : "+DQogIDXTdGFOdXNDb2R1P1NVQk1JIVFRFRDwWvU3RhdHVZzQ28U3RhdHVZzRGVzYz
5QYX1tZW5"

}

200 - ACCP (Accepted)
{

"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df",

"profileId":"PC12345678",

"statusCode" :"ACCP",

"statusDesc":"Accepted Instruction Validation (L2) - Description: Preceding chec
k of instruction validation was successful. Customer profile check was also successf
ul.",

"responseBase64" :"+DQogIDXxTdGFOdXNDb2R1P1NVQk1IVFRFRDwvU3RhdHVZzQ29kZT4gIAOKICA8U
3RhdHVzRZhZm9"

}

200 - PART (Partially Accepted)

{
"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df",
"profileId":"PC12345678",
"statusCode":"PART",

"statusDesc":"Partially Processed - A number of transactions have been accepted,
whereas another number of transactions have not yet achieved 'accepted' status.",

"responseBase64" : "+DQogIDXxTdGFOAXNDb2R1P1NVQk1JVFRFRDwvU3RhdHVZzQ29kZT4gzRGVzYz5Q
YX1GtzaHzZhzZm9"

}

BRI S VARG

® MIELAY json [EEAHHRENH responseBase64 B

® (#FH base64 fERSHaEER

o (FRIRIIFARFEZHAEFANE

SNRIBKATSZ (R FESIRUEIRRT), DR HRAINEAGE R RIZS R FRXAIEIAES.

1.6 POST /payments/instant-settlement
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RIRYSZ A iR FRRSS URL

1.6.1 ik

RRFSIEN. BIREENIRENTIRE,
B RIS EERSZ . SEPA BIRISZAT, HrimisisRsz (FNSEEI LRt 247,
FHEMRESITERIE HTTP kLR ER /XS GB FISIRELFPS”, BN .
SEPA BRI SZATESRTE HTTP iERkL R At {F23681"SCT”,

SEESCRYSZATESRAE HTTP iSRSk EERIER AR US ISz (358 RTP”
BERBEMEAETH 1SO 20022 XML R4 3(pain.001.001.03)i& =124,

XJFZEE FPS. SEPA Instant #] Singapore Fast 3Rijt, APl R{EAIAIIEINEXZ(HRIEBESKEGR

RITEET (ACSC — SEZEEETH).

® IJF US RTP - API {2tA9RLIHEIN 2 HSBC B2 {I7dER (ACCP — BHEHERIIE), BT

EJ USRTP By ACSC — B PAIA, ZPRNITERISFOREERN (#EXIEA) , FHETRIRE

=

S ZA7+7G

A9 HTTP i3k 4TI ID, FBUNTE*E.

1.6.2 API 53R 3L

subscription-id

2= XB | BEwE | THIE fEiR
Content-Type String | Yes applicatio | 5§88 HTTP RIRE(KEE, BV AE
n/json application/json
x-hsbc-client-id | String | Yes BIZIAY AP 4E4E CLIENT ID
x-hsbc-client- String | Yes WY APl 4EHE CLIENT SECRET
secret
x-hsbc-profile- | String | Yes PIC12345 | Profile ID, H§ HSBC #24t
id 678
x-payload-type | String | Yes pain.001.0 | SZ{TEETAZRY XML 28
01.03
x-hsbc- String | No FPS R[ERESZfT: FPS
payment-type SEPA RRI=Zf+: SCT
EEXCAYZfJ: RTP
x-hsbc-country- | String | No GB REHRESZT: GB
code SEESERYSZfS: US
x-hsbc- String | No HEXANTE ID, (&R TFEESEA ST
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1.6.3 APl iR &

ISO pain.001.001.03 #5E: HSBC pain.001.001.03 HighValuePayment

BAEERIERAE
o HEEMEAIRIEAIEI

o (ERIFNFAEERAEIER, BF HSBC Rt AHINE
® {5 base64 RIBINZFHIER

® (HERIREE paymentBasecs MENIEEHYHESE S JSON 1820
=B =R

"paymentBase64" : "PD94bWwgdmVyc21lvbjOiMS4wIiBl1bmNvZGluZz@iVVRGLTgiPz4NCjxE
b2N1bWVvz="

1.6.4 API Mg K7 F{&

PRI IERTIEREIIBA ERE 2 TFIFRR:

FRE ik
referenceld Payment AP| iEREIME—HRIR
profileld HSBC API Profile ID
statusCode IERAMRERAVAZSED, fFign: ACCP
statusDesc WSREHERNMEE
responseBase64 TERAMEERA XML BEIR, E30E. &8 Kk base64 JmiBihiE
A=l

200 - ACTC (Technical Acceptance)

"referenceId":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df"

"profileId":"PC12345678"

"statusCode":"ACTC"

"statusDesc":"Accepted Technical Validation (L1) - Authentication and syntactical
and semantical validation are successful."

"responseBase64" : "+DQogIDXxTdGFOdAXNDb2R1P1INVQk1JVFRFRDwvU3RhdHVZzQ28U3RhdHVZRGVzYz
5QYX1tzZW5"

200 - ACCP (Accepted)

{
"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df",
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"profileId":"PC12345678",
"statusCode":"ACCP",

w,n

"statusDesc":"Accepted Instruction Validation (L2) - Description: Preceding chec
k of instruction validation was successful. Customer profile check was also successf
ul."”,

"responseBase64" : "+DQogIDXTAGFOAXNDb2R1P1INVQk1IVFRFRDwvU3RhdHVzQ29kZT4gTIAGKICA8U
3RhdHVzRZhZm9"

}

200 - PART (Partially Accepted)

{
"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df",

"profileId":"PC12345678",
"statusCode": "PART",

n,n

"statusDesc":"Partially Processed - A number of transactions have been accepted,
whereas another number of transactions have not yet achieved 'accepted' status.",

"responseBase64" : "+DQogIDXTAGFOAXNDb2R1P1INVQk1IVFRFRDwVU3RhdHVzQ29kZT4gzRGVzYz5Q
YX1GtzaHzhZm9o"

}

PGS E ) vArE=

® MIERAY json [EEHHRENH responseBase64 B

® {§F3 base64 R TAEER

o (ERTRYFARAEZ HRAEFARE

INREBCSTRFFMBGRIRI TS, MRIDRE HRAYIMALE RRIZS TR ERXIHAGER.

1.7 POST /payments/instant-settlement (IMPS)

E R SER ST AR E
1.7.1 ¥k

B ENERRSIRFR). FELER. JRNEENREI25

RIS ERTEIENERIR SRS (IMPS) EaIRYSERTSZ (S
EPEERPRSSZATRGEERAE HTTP iESSLPIRMHEEZR S IN", {IFRSEEL IMPSRTP”
I5KAIEE NHEEEREHE XMLPF 1820

APl RHRIRIHIEN R EEEEZ 57N, BIIMERZERITERR.
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1.7.2 APl iH3K 3L

3] XB | BEwiE | THE faid
Content-Type | String | Yes applicatio | 5§88 HTTP RIRE AR KT, BLME
n/json application/json
x-hsbc-client-id | String Yes IEANAY AP 48 CLIENT ID
x-hsbc-client- String | Yes AEINAY API 4Z3HE CLIENT _SECRET
secret
x-hsbc-profile- | String | Yes PIC12345 | Profile ID, H3 HSBC $24tt
id 678
x-payload-type | String | Yes pain.001.0 | SZ{TEECAZAY XML 258
01.03
x-hsbc-unique- | String | Yes UETR11E | ST AFEHIEE— ID
ref-id
x-hsbc- String | Yes IMPSRTP | ENERDRISZ{TESE: IMPSRTP
payment-type
x-hsbc-country- | String | Yes IN ENERPRISZAT &S IN
code

1.7.3 APl iR E &

7 API STEEANMERY XML (XMLPRER{E BT EPERIFTSZIT RSt AP

IZIE T35 BIRT S B AYSERT S0 R IR E T TR S &

REER/MXIENER, A S2RHFERIETlARIXAISTRY S THY RIS E S0 s /a3 ah Fl SR SE= 1.
XMLPF IMPS BPESSZfHiEREE:

FESEER OIS, HESEREISEIFAR. eSS XML 10208

FE ik XB | RAKE | EEWiE <l
SERVICEPROVI | BEIRSIZHFSZIR FRHFE | 12 E PC000058828
DERID
REQUESTID CRASEES - [LHMiL | FBHF | 50 WHIE 06MAR202000

FHI—S%ES 01
REQUESTTYPE | R: Request, HAEE(EE FEHF |1 WA R
REMITTORAC | ZF{ECHKF FRHF | 50 WHIE 002164549004
COUNTNO
REMITTORNA | iCRRARFE FEHF | 50 ai%
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ME
REMITTORMO | iEBSICERAFHE, &% | Numeric | 12 Gl
BILENUMBER | BB AKRIEIRE
REMITTORMM | iCEXA MMID FEHF |7 A%
ID
BENEFICIARYB | &5 A IFSC 15 FEHE |1 B DNSB0000001
ANKIFSC
BENEFICIARYA | Zz5 AMKE FEHF | 50 WAE 123456789012
CCOUNTNO
AMOUNT M, A FEHF |12 WIE 1
REMARK B&F FBHEF | 50 aJj%
CHANNELID | HAZE{g: CDP FEHF |4 WHE CDP
AUTHENTICAT | #5EmEiuE FEEHFE | 40 B 1234
IONTOKEN
ADDITIONALI | EighigiA FEHF | 50 A%
NFO1
ADDITIONALI | IR AEFIRETEREKA | F8#F | 50 aik P3ACustomer
NFO2 WE, HiEE: SHEAEF
ADDITIONALI | ZoMEIA FEHF | 50 v
NFO3
ADDITIONALI | ZoMEIA FEHF | 50 v
NFO4
ADDITIONALI | EighiiR FEHF | 50 A%
NFO5
ADDITIONALI | 3k FEHF | 50 Gl
NFO6
ADDITIONALI | tNERAEFIRET Penny X | FBEF | 6 aJi% P
NFO7 SR
OTREAYE: "P"HEMLET
1 A
BENEFICIARYE | >&3kfsF FEEF | 100 Bk
MAILID
BENEFICIARY | sk3k(FEA, sAXEEEZRA | Numeric | 12 A%
MOBILENUMB | &i%Res
ER
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MERCHANTID | s&3k{&F FB#HF | 20 Elpvi
SUBMERCHA | Zk3kf&F FEHF | 20 Ak
NTCODE

ORDERINGPA | ZR3kfEF FEHF | 50 Bi%
RTYID

SOURCECHAN | >R3k{#H FEHF | 20 A%
NEL

iEREGTE:

<?xmlversion="1.0"encoding="windows-1252"?>

p2aRequest
SERVICEPROVIDERID>PC000016070</SERVICEPROVIDERID>
REQUESTID>IMPS0001000001D073000005050025</REQUESTID>
REQUESTTYPE>R</REQUESTTYPE>
REMITTORACCOUNTNO>073048084001</REMITTORACCOUNTNO>
BENEFICIARYBANKIFSC>HDFC0O000007</BENEFICIARYBANKIFSC>
BENEFICIARYACCOUNTNO>073048084001</BENEFICIARYACCOUNTNO>
AMOUNT >1</AMOUNT >
CHANNELID>CDP</CHANNELID>
AUTHENTICATIONTOKEN>1234</AUTHENTICATIONTOKEN>

</p2aRequest>

BAESIIEEIER A

o ESRMERIGEAIE(

FERRAIFAES 2 REGER, B HSBC 1RMHA BN
{F8 base64 FRIBINZESHIEE

SRR paymentBasecd MEENNZEFAVNERJI JSON 183
IERE=mn R

"paymentBase64" : "PD94bWwgdmVyc21lvbjOiMS4wIiB1bmNvZGluZz@iVVRGLTgiPz4NCjxE
b2N1bWVz="

1.7.4 API N Rz F{&

RIIAERIERAIEA EAR B THIFRR:

FEBRa A
referenceld Payment API i5KHIME—HRR
profileld HSBC API Profile ID
statusCode TBEROIRERAVIRSES, flan: ACSC
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statusDesc RESBERMEE

responseBase64 IBERMIBLERR XML BEMR, 21305, B2K% base64 fRiSabE

Wil Rz S B :
200 - ACSC (Accepted Settlement Completed)

"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df"
"profileId":"PC12345678"
"statusCode": "ACSC"

"statusDesc":"AcceptedSettlementCompleted - Settlement on the account has been
completed."”

"responseBase64" : "PFJ1c3BvbnN1PgOKICA8UGF5bWVUdE1kPmI3ZTBmZGF jLWQ4YmMQtNDk1hMjV
kZjwvUGF5bW+"

PILEIESEE ) VAyaE=

® MIERZAY json [HERHRENH responseBase64 (B

® (M baseb4 fRIBHAETR

o (FRRAIFARFEZHAEFANE

INREBCTRFFHRUMGIRITIES, MRS E HRAYIRALE S RIZ TR FEXAMAG R,
st bl ol vanksa

FERA fid X | &KKE | E&wiR il
REQUESTID | iCHRASES - I[LFMUtE | =8 | 50 WiE 06MAR2020000
AYEIME—FRIR 1

REQUESTTY | R-Request HFEFe |1 WHE R
PE
REMITTOR | K= #FFE | 50 WIE 002164549004
ACCOUNT
NO
MERCHANT | R3¥fsEF HFFE | 20 ai% HSBC00000000
ID 0288
RESPONSE | IMPS REpRES HFFs |2 iR 00
CODE
RESPONSE | NuMzAZiEA ==t |50 B Successful
DESCRIPTI Transaction
ON
RRN S5ES = 12 ai%
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BENEFICIAR | FEEARF HFF8 | 50 A%

YNAME

TRANSACT! | 3253 HEAATIE], HFr=ig | 14 AE 2020040318241
ONDATETI | #&={: DDMMYYYYhhmms 4
ME

AUTHENTIC | f3RAIEHME HFFE |40 W 1234
ATIONTOKE

N

ADDITION | SR3&f#EF HF=F | 50 aik

ALINFO1

ADDITION | Rkf#EF HF=F |50 aJi%
ALINFO2

ADDITION | k(% HFFE |6 ali%
ALINFO7

RS R RO SR

p2aResponse

REQUESTID>zwCjcJuci7nIjk2a</REQUESTID>
REQUESTTYPE>R</REQUESTTYPE>

REMITTORACCOUNTNO>002197994001</REMITTORACCOUNTNO>

MERCHANTID>123</MERCHANTID>
RESPONSECODE >00< /RESPONSECODE >

RESPONSEDESCRIPTION>Successful</RESPONSEDESCRIPTION>

RRN>012119135399</RRN>

BENEFICIARYNAME>P3ACustomer</BENEFICIARYNAME >

TRANSACTIONDATETIME>20200430194741</TRANSACTIONDATETIME >

AUTHENTICATIONTOKEN>@@@</AUTHENTICATIONTOKEN>

ADDITIONALINFO1>INDIA VIX</ADDITIONALINFO1>
ADDITIONALINFO2>Creditor Name Test Bene Account EQ 20</ADDITIONALINFO2>

ADDITIONALINFO7>A</ADDITIONALINFO7>

</p2aResponse>

1.8 POST /payments/status

XfPREEE

1.8.1 }ik

B CF R TE S B IR TR S KRR ST RS EAIRERIIRE,

ERMIRAREEFRERBXSEFR(—HRE reference id)EIIERBRSUTIRE.
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B{FEFEILL API 18Z5@81d /payments/instant-receipt #1 /bulk-payments/instant-receipt &ZFCHYERZER
MEZHRENRTER.

1.8.2 API i&3K 3k

RIBTRAERIEKE HTTP L2441

2= x5 ERWIE R iR

Content-Type String = application/json | 588 HTTP FIRIEIREEL, (BMRE
application/json

x-hsbc-client-id | String g2 WAZIAY API 4EHE CLIENT ID
x-hsbc-client- String P HEASZAINAY API #EHE CLIENT_SECRET
secret
x-hsbc-profile-id | String = PIC12345678 Profile ID, H§ HSBC #24tt
x-hsbc-country- | String | BJi% IN MEREFKFFFIEER/MXZENE
code B

1.8.3 APl iR T &

REUTEREEHEEIEKBERER, TRFREBEXN/NSHZAY
StatusEnquiry
ProfileID>PCOOOOO1111</ProfileID>
Key
ReferenceID>0137fb84-b66d-40fb-9a4f-1c7d62288ff9</ReferencelD>
MessageID></MessagelD>
PmtInfID></PmtInfID>
InstructionID></InstructionID>
EndToEndID></EndToEndID>

</Key>
</StatusEnquiry>
SEEMINT:
BHXINSHE) | REWE fEiR
ProfilelD Yes HSBC #R4A9i5IAIZ A API B9 Profile ID
ReferencelD e AT RASIRIE APl £RFHREIRIS# ID
MessagelD &N SR ST A TS RIBSZ XML Fhfg <MsglD>Eg
PmtInfID REMN XIMRSATIBRIRSL XML F9 <PmtinflD>ZFEg
InstructionID e Y SN RS ATEKIRS XML g <InstriD>=E&
EndToEndID B SN RS TiERIES XML g9 <EndToEndID > =2E&
BAEEEIE RO E
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o HEFEMRERIGEAMEN

o (FRAFRIVFASAES R AEIER, B HSBC IR BINE

® {iF base64 fRASIIZEATHES

® (FHRHER paymentEnquiryBasesd FEENNZERTGER N JSON 8=
IERUE=wN R

"paymentEnquiryBase64" : "PD94bWwgdmVyc21vbjOiMS4wIiB1bmNvZGluZz@iVVRGLTgiPz4NCjxEb2N
1bWvz="

1.8.4 API MRz 4k

PRI IERTIEREIIBA ERE 2 TFIFRR:

FERB faid
referenceld Payment API iEKEIME—HRIR
profileld HSBC API Profile ID
statusCode BRI RAVAZSRS, Biln: ACCP
statusDesc WESBHEIAMER
responseBase64 TERAMRERA XML BER, E3iE. &8 Kk base64 JmiBihiE
A=l

200 - ACCP (Accepted)

"referenceld":"b7e0fdac-d8bd-4950-bd3a-38fac5cc25df"

"profileId":"PC12345678"

"statusCode" :"ACCP"

"statusDesc":"Accepted Instruction Validation (L2) - Description: Preceding check
of instruction validation was successful. Customer profile check was also successfu
1."

"responseBase64" : "+DQogIDXTdGFOdAXNDb2R1P1NVQk1JVFRFRDwvU3RhdHVZzQ29kZT4gIAOKICA8U
3RhdHVZRZhZm9"

HRRE L2 RARNZZTREESCEERIEHEHES. TREN T aseA RSB,
SAPIREASFEIA

RS g
ACTC Accepted Technical Validation (L1) — IAIE. IEEFHE MARIGALIH
ACCP Accepted Instruction Validation (L2) - 8$EMENTEAEEY, ZFRERRER
i
ACWC Accepted with condition — EHERERRRETN, HIESHRER

© HSBC Technology and Services. All rights reserved 33

INTERNAL



PART Partially Processed — —S53x 3 #1555, EIIBIM PR RBEZEZR accepted ™k

ACSP Accepted Settlement In Process — FrERFSCIGENIRG. EREEAER BT, X
RSB EESIT

ACSC Accepted Settlement Completed - ISEETFTR, XIEZHITEZFEICAZEA
IS

RJCT Rejected — SZ{HEEMIEMAEL B STETIRPIIN AR ZHIES

PDNG Time-Out— FER. @AY, {RAVSHRIERIER, BRI ETROEMRIIKS
AP

PPl EN ) VAsE=4

® MIERZAY json [HERHRENH responseBases4 (B

® (FM base64 fRIGHAE TR

o (FRRIIFARFEZHAEFANE

SCPRIREIRIGRERF RN BFERE 1SO 20022 pain.002.001.03 &=

N sEREE: HSBC pain 002 001 03 PaymentStatusReportCombined Core.pdf

SRS EIIIRERG - pain.002.001.03
<?xml version="1.0" encoding="UTF-8"?>

<Document

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns="urn:iso:std:is0:20022:tech:xsd:pain.002.001.03">
<CstmrPmtStsRpt>
<GrpHdr>

<MsgId>93a8f0703f0911eb974d39b880a13651</MsgIld>
<CreDtTm>2020-12-15T19:13:12</CreDtTm>
<InitgPty>
<Id>
<0OrgId>
<BICOrBEI>MIDLGB22ABC</BICOrBEI>
</0rgld>
</Id>
</InitgPty>

</GrpHdr>
<0rgnlGrpInfAndSts>

<OrgnlMsgId>MSGREFPAPIQO3</0OrgnlMsgId>
<0OrgnlMsgNmId>pain.001.001.03</0rgnlMsgNmId>
<0rgnlNbOfTxs>2</0rgnlNbOfTxs>
<0rgnlCtrlSum>0.03</0rgnlCtrlSum>
<GrpSts>ACCP</GrpSts>

</0rgnlGrpInfAndSts>
<OrgnlPmtInfAndSts>

<0rgnlPmtInfId>PYMTREFINAPIOO3</0OrgnlPmtInfId>
<0rgnlNbOfTxs>1</0rgnlNbOfTxs>
<TxInfAndSts>
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<StsId>D350000400850001</StsId>
<0rgnlInstrId>INSRTIDREFAPIO02</0OrgnlInstrId>
<OrgnlEndToEndId>E2EIDREFAPI002</0rgnlEndToEndId>
<TxSts>ACCP</TxSts>
<StsRsnInf>
<AddtlInf>/UETR/8e195783-db5a-4f78-bb73-e08589c7b921</AddtlInf>
</StsRsnInf>
<0OrgnlTxRef>
<Amt>
<InstdAmt Ccy="USD">0.01</InstdAmt>
</Amt>
<ReqdExctnDt>2020-12-15</ReqdExctnDt>
<Dbtr>
<Nm>DEBTOR NAME</Nm>
</Dbtr>
<DbtrAcct>
<Id>
<0thr>
<Id>123456789</1d>
</0thr>
</Id>
</DbtrAcct>
<DbtrAgt>
<FinInstnId>
<BIC>MRMDUS33</BIC>
</FinInstnId>
</DbtrAgt>
<CdtrAgt>
<FinInstnId>
<BIC>MRMDUS33</BIC>
</FinInstnId>
</CdtrAgt>
<Cdtr>
<Nm>John Doe</Nm>
</Cdtr>
<CdtrAcct>
<Id>
<0thr>
<Id>987654321</1d>
</0thr>
</Id>
</CdtrAcct>
</0rgnlTxRef>
</TxInfAndSts>
</0rgnlPmtInfAndSts>
<OrgnlPmtInfAndSts>
<0rgnlPmtInfId>PYMTREFINAPIOO5</0OrgnlPmtInfld>
<0rgnlNbOfTxs>1</0rgnlNbOfTxs>
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<TxInfAndSts>
<StsId>D350000400860001</StsId>
<0rgnlInstrId>INSRTIDREFAPIOO5</0OrgnlInstrId>
<0rgnlEndToEndId>E2EIDREFAPIOO5</0rgnlEndToEndId>
<TXxSts>ACCP</TxSts>
<StsRsnInf>
<Addt1lInf>/UETR/c39057ec-df84-4a35-8953-8435d3f237e0</AddtlInf>
</StsRsnInf>
<0rgnlTxRef>
<Amt>
<InstdAmt Ccy="USD">0.02</InstdAmt>
</Amt>
<ReqdExctnDt>2020-12-15</ReqdExctnDt>
<Dbtr>
<Nm>DEBTOR NAME</Nm>
</Dbtr>
<DbtrAcct>
<Id>
<0thr>
<1d>123456789</1d>
</0thr>
</Id>
</DbtrAcct>
<DbtrAgt>
<FinInstnId>
<BIC>MRMDUS33</BIC>
</FinInstnId>
</DbtrAgt>
<CdtrAgt>
<FinInstnId>
<BIC>MRMDUS33</BIC>
</FinInstnId>
</CdtrAgt>
<Cdtr>
<Nm>John Doe</Nm>
</Cdtr>
<CdtrAcct>
<Id>
<0thr>
<Id>987654321</1d>
</0thr>
</Id>
</CdtrAcct>
</0rgnlTxRef>
</TxInfAndSts>
</0rgnlPmtInfAndSts>
</CstmrPmtStsRpt>
</Document>
© HSBC Technology and Services. All rights reserved 36

INTERNAL



1.9 Swagger

Swagger X1

1.10 Treasury API &

AR

BERERUPR", BREE—NE. XEBEMTRRYE AP [ TEHIIEMENEFinEE
MINZEH,

ZERE—ME, BREEShPESE AN RO S TIRE.
FEARHPOEEELCEMENPOIE, RITEEREFRARIIFREELRINFIMERMKR.

S0

Detailed User Guide for Sandbox projects

Download the Sandbox Toolkit

Detailed Guide to Sandbox Data Management

YYEER M R

BAMERWDFERZHF 2 FRRBRIMBAY :

RIS R EIB KA IR EE TSR SEIRN, ERESREINERRAT SRV R, TLUGXLE
i R AT BRI,

BRI RFBEERMALAER Base64 4wi.

BEE R E RIS FinEE.

51/ 200 /3 x-hsbc-profile-id St RIHAIEHAIRAL,

EE PGP &4A.

EHLPE URL: https://sandbox.corporate-api.hsbc.com/mock/{version}/{treasury api endpoint}

cURL 7:451
curl --location --request POST 'https://sandbox.corporate-api.hsbc.com/mock/v2/bala

nces' \

--header 'Content-Type: application/json' \
--header 'x-hsbc-client-id: mock-clientId' \
--header 'x-hsbc-client-secret: mock-secret' \
--header 'x-report-type: JSON' \

--header 'x-hsbc-profile-id: 200’

B ER— N ENNEHE, BEFERNASNEIEEREHERAIEEL,

BV RPN, MEFITREAE.

BERXERIMMN AR TES. N Base64 J7i3.
BERPEPIRENEFHERE. BEXXH D FNEEE.

FETERINERESA zip X, BILAE client-pgp-keys.info U4k B2 FimFASERIZED,
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https://develop.hsbc.com/node/714
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FEreb& URL: https://sandbox.corporate-api.hsbc.com/{version}/{treasury api endpoint}
Postman S5 AT \LATHERE T, AIR BN RERERE A

TEOETES

BreLEKSER

UK ERINEI S REVALURS, BEaS N AR ERIXEIK,,

Brl, 81MExR/MXERMNIEIKF.

S WSES/MK | NBIEE | KSKE Bic
10000001 GB HBEU CA MIDLGB22XXX
10000002 GB HRFB CA HBUKGB4BXXX
339200000003 HK HBAP CA HSBCHKHHHKH
339200000004 HK HBAP CA HSBCHKHHHKH
1234000000000000005 | CN HBAP CA HSBCCNSHXXX
1234000000000000006 | CN HBAP CA HSBCCNSHXXX
146000000007 SG HBAP CA HSBCSGSGXXX
146000000008 SG HBAP CA HSBCSGSGXXX
146000000009 IN HBAP CA HSBCINBBXXX
146000000010 IN HBAP CA HSBCINBBXXX
1100000011 us HBUS CA MRMDUS33XXX
1100000012 UsS HBUS CA MRMDUS33XXX
021580000000000130 | MX HBMI CA BIMEMXMMXXX
021580000000000143 | MX HBMI CA BIMEMXMMXXX
220000000015 AE HBME CA BBMEAEADXXX
220000000016 AE HBME CA BBMEAEADXXX

2. Treasury — M58 AP

2.1API{E8

® hRA:v3

® {M¥: HTTPS

® PEINME URL: https://sandbox.corporate-api.hsbc.com/

® AT URL MR - BRI PEE

® SO 20022 camt.052 NaRzARsE: HSBC camt.052.001.02 BankToCustomerAccountReport

ISO 20022 camt.053 M ElsE: HSBC camt.053.001.02 BankToCustomerStatement
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https://develop.hsbc.com/node/575
https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_camt.052.001.02_BankToCustomerAccountReport.pdf
https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_camt.053.001.02_BankToCustomerStatement.pdf

® JSON NgSz#Ese: HSBC JSON format Balance and Transaction response

2.1.1 ¥R

KSR APl BTLAAIKF R ERHE — XS E R —XEEN RN, ZKFIRELRET AR
FiCRFM.

ERREKFER APHEKET, AILUSERFREIAR RZZICRBAMNAIE. EaTLAZ 1SO 20022 1Y
PeEE (CAMT) g, BALIRICFRITEERI JSON 8. BT :

It API B FRRT RSB NAR E r EAE

® camt.052.001.02 - FRITHEFKAIRE - ATEAKFAXRZZNRER BNRZIRE;

® camt.053.001.02 - fHTHEFXKE - AFERKFHEBBPNRERZZICR,

® HSBCJSON - FFEAWKFHX, HEHLBPNRIRZZICR.

Y ETEAE IR R RFMAEPERKFER AP RS RIS,

2.1.2 fRA&AE
R V2= )] KE faEid
V1 2018 F 12 B =H <20 API
V2 2019%F 6 B B mRgE, RKFRZZICRIBMINEEAT.
V2 202198 I=)5E] ERRENEATNEE, [FEF T LISEERE—XKAIM,
REUSE.
V3 2023 F 98 I=)5E] AP| (EREAERBBBEFT: 1IN OpenAM BIZEIA
WA,
2.2 APl £ 5\
ATABTERBER:

o THHMFIFFINES HSBC RIEEATHRILE
o & JWT LEMAHTERMNFE
® THRAMAILERLATEE JSON Web <h# (JWT) AUCHRZI

22.1 BEHR

BECFIRITI APl BREZEETLEEE, FERIERL T ERMAN

e EX A
RREREIMY(TLS) HTTPS &% U (SSL)
HERIZE RN PGP FASBFINEA
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APIAIE 33 APl BRI TIAIE &2 F] Base64 YHEZHY JWT
(JWS) - ZEFelzE

EFRSMALE EFHBMHER Z P Profile 1D - BCEFRITH
it

222 fRRERE

ATBENZE, ERERSRANELSIVHT, BIEFMLCFRIT AP ZERNERFERER HTTPS i
WHIEREZ MY (TLS). TLS 2—iiEmi, BRNEEHENSEECHERREBEERE.
SEABKRSICFRITEL HTTPS EEiY, FEERKFIER. RIREEFEREEEFE SS) &
FAFENINERA, EFERERSEEFRUEEFIICFRITZAETEN T EEER.
EEREITEAIN APl ZAT, BHREVELRAERE ASEBIAT AR EE LS.

2.2.3 HEFZHNME

fRTEREZEMZI, ICFRRTAERIEENER R IRA T MIZ 8. HRRINEERTE
TAPEREEIFRINIE SR, Ak, BLFNCFRITZERM APl HERHRAINL S SR,
NRINEER—FRARNBIIABRIER, XEERSEAFTEURFHIVHTEMOIIE. SEEEH
{TERBINEAIRISLREAER,. BNNBERATRI, MENATABRERER. ERARINEATEIER
RE(E AR AIFATRFE .

NRIIEA SN, BEMARTSIAMY. (CFRTH APl SHFIEIFRINE, BIERARIIEEYE, (£
MIRERETE. NIPEREEGEETTA, MARRAEINERTLEZRN.

HTERINERER, Stl. BLALCFRITHRTERRAN, LMESUTILIEE APl IIEMEE
HE.

PGP 1Nz

PGP B—MINE) 5%, NEUEBERENEEMINSMHIOE. PGP BTXNA, BFEMF. X4, BR
MBMHES XHTER, NENRE, FREEFHHEENREM.

1. PGP IIZRIERIRHA?

HF AP ERIIENER, “WE APl [HEE (BFin) f1 APl 2(tF (HSBC) ZEARA Lt PGP
.

B

2. [EHIREX PGP EihERI?

EFRILMER GnuPG B¢ GPG FEHERMTEERME CHIRAR/ QY.

A PGP BANEE:

o FBREIL: 204811

® RSA IB%EIE: SHA-256

SAOERERHAESS, BEREN HSBC EFIREMBKRA A EHRIGER.
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3. BAfER PGP ZHERY?
EFREXRCERTAEERIEERCFRITINERINEES. SRNCFRTREEE, =R
HRWIECFRITIEEFER. (CFRITEREPIQBENE R AERENAE R THRRIFRCE.
HTF&=£BH, ICFRITHARSFHSEHN, FESMABEITRIE.

4. PGP ZiRRIREFIIEZE

B

=&

AR

EFT5FAH

RI{ERR A RER T RIS EHEFFIAIERA. &
NEZEWHGER: BHREEE - FELUAEN AR
HEIRISHI TS BB R EN AR . Bl I
(ERERINE TE/ZREFENEHTING - 7iE
EZEBRIPHOEBAEMEES, Hla0 JKS =5
PKCS12 ZiRFiERE. BRI BAIZINE,

IRBEBER. AT, NREFITEE
TR REROHEE, BiHTEME
£FRE, WNERFRIFAARE
KERAIAER,

HTRBRATOAN, ERFERERIFHETTIE
BRLEZR. B A LUSYIIE S G E (A
HENRXHRSS, ERTETEREE - &
e ZANEREEE— R ET,

MFEER PGP N4H, EARS
LA EERISM. B2, CA &5
ROEBRIBREIBUR TR CA
RIMSEIt R, &5 RARER 1
E 2 &,

CFRITHR
A

il

BYEpEEN 15, BM1E?2
A, SYMIBER—MEREX,
(EZFiRBETETE PGP BSHEHT
SRS RS ISR "AOIE B iR
FUFRAGIES,

2.2.4 APl BHIEIE - IWT BiE

APl SEIERFEREER JSON Web $hE (JWT) H1iTH0. 8RIERAICE APl IRSAET, #ELMRE
HTTP iERIFLHIRESHE. XFRRBEEITRANFIFRSTHEERIABAR
JWT BEFER, MARHICFERITRE. BITSLRERTUAMEERNREESRME JWT £aF
WU E, LATRBIER"o.jsonwebtokenjava FE,

B JWT {REE:
o Z=/FAH
o ZEF)NH

® %= Profile ID
%P Profile ID 2 HSBC 1R AT R PRELE SRR,

MRRINEERNN—HoBXERERRME, QPFSCFRTHE,

BEVDIRIFNGERIFLAIAY APl BRSS.

BEFEEREN—BI.

JIFib&EpE, FBERIINZEZET Profile ID BERIE D ETRRIYIETIRH,
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AR

//1. Build the JWT structure
Map<String, Object> claims = new HashMap<>();

long nowSeconds = System.currentTimeMillis() / 1000;
claims.put("iat", nowSeconds);

claims.put("jti", UUID.randomUUID().toString());
claims.put("sub", "BS0000111111"); //your profile id
claims.put("aud", "baas");

//2 Generate hash code for request payload and put into JWT Token

claims.put("payload_hash", "038c3d8437c49840591baf7eb2a2f292c4f959acfe048444dad8fc376df36b87");
//your payload hash code

claims.put("payload_hash_alg", "RSASHA256");

//3 Set JWT header

Map<String, Object> header = new HashMap<String, Object>();
header.put("kid", "71F28C2FB8886368"); //key id
header.put("typ", "JWT");

header.put("ver", "1.0");

header.put("key typ", "PGP");

header.put("alg", "PS256");

//4 Generate and Sign the JWT (JWS)

PrivateKey rsaKey = pgpHelper.convertToRsaKey(getPrivateKey());

String token = Jwts.builder().setHeader(header).setClaims(claims).signWith(rsaKey,
SignatureAlgorithm.PS256).compact();

String[] result = token.split("\\.");

Assertions.assertEquals(3, result.length);

2.2.5 JWT Header iy =FEY

THEENXT JWT Header FEFHZIPNFER

2 E=4 EEWIE iR 5
typ ShEsERY 2 WRIRE N JWT JWT
kid PGP Key ID 2 HSBC FBFIIIE JWT &2H9048 ID, | 900864F8C11EB743

ICFRITAEFIRAAY PGP EIEX
@R 1D SRR, LASGIE
JWT &8,

alg BEEEE = FIFIIESHE FNEERIEIE, 295 | PS256
LAT&EE: RS256, RS384, RS512,
PS256, PS384, PS512,
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hAs

ver

=
=

iCFFAERE. BREFgERE

79"1.07,

1.0

i RAET PS256, PS384 #01 PS512 &i%, MAEHfM RSA &%, PKCS#1.5 1H7THE (RS256,
RS384 #1RS512) iR BRMtATHEANZEHRS, BHENE PSS HRTEIUN.

5l
{
"typ": "JWT",
"kid": "A9248DOE4A463426",
"alg": "PS256"
"ver": "1.0"

2.2.6 JWT Payload HEy=FE&

THREXT JWT Payload FERZIRIFER

i & | B2E faid Bl
DA

jti WTID | | CHEERDK/NERIME—IRRR, BD | 74760410-f963-
FEEARRRITEZELRUNLE., 548 | 11e8-b2a3-
BERMERIM D EETREIEIISRAT | 1bb26e1e5b69
R LABRS AT ; SNSRI FAFE R
Rz RHE, WREARRME
ERRHEZ [EEERIPSE, “jti"ABER]
FIFBELE JWT #ERE. "jti"ERX
DRNEHFFFER.

iat BRAETE | 2 R JWT &&RIEE, EXZEH | 1565150776
HIREUER R

sub FE4R = R IJWT BEK, BREEFR | PC000012345
Profile ID

aud =R & | RRIWT BElrs, —EIRER | baas
baas

payload_hash Payload | 2 HTTP #&RIEMH hash #8, FBF | 1dab559f1f4bf4f3ca...

IEEyiE] Mule Policy s
payload hash alg | Payload | & Payload HINGFHEIX, ZIFLITE | RSASHA256
IEHREX A

® SHA-256 (RSASHA256)
® SHA-384 (RSASHA384)
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® SHA-512 (RSASHA512)

5l

"jti": "5ccfd3a0-36al-11ea-b780-eeee0af2723c",
"iat": 1578987726,

"sub": "PC000012345",

"aud": "baas",

"payload_hash": "a00ccb...",
"payload_hash_alg": "RSASHA256",

}
2.3 Mt

ATSRBEEEIR:

o R AP ERBREFHIITERREINE
o ARFHSEEFIRSHE JWT)

o IR API IIRATFRRIZSER

MNFEMEK, BESUTAR:

6. JfEEE JSON ZHaRRYEIE HTTP iEKIESL.,

7. {EF HSBC R9LAINZE HTTP 153KIEXL,

8. HEREFIHSHEUIWT).,

9. TEEXMIBRUERIRLHRINEES IWTUWS),
10. #RNI0KEX ID LAM—RRR S PANERFHER,
AT ERD B ama G IBRISLHEER.

231 $B 1-ERIEREX

{5/ APl &3 USIRIERSERIIRSSHY API B0EM&TUES payload HUE.

API 2EHEPRIEA APl IRSSHBUEMRHANERENHSE — B2 NinmsHA,

2.3.2 BB 2-N% HTTP IERKIEX

B ik =it
XL HTTP iERIEXX (JSON #%3() 2% API TR
s HSBC fRHAINA BHAZHRATEE HSBC 12MHA9A 4R
HEWRIIEL R

® ([FEAS—LHESAIBERIEX
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® {3 HSBC RN THINEHEIA
® {3 Base64 JRABMNZEATHEAK

(¢ EaNk
AT THEMIESEINEZES, IEFATES Java 2R AMSRIEAREBFAEM
/**

* Returns the encrypted and signed message
*
* @param plainText message which need to be encrypted
* @param encryptKey the public key used for encryption provided by HSBC
* @param signKey your own private key for signing
* @return Encrypted message encoded by base64
* @throws Exception
¥/
public String encryptAndSign(String plainText, PGPPublicKey encryptKey, PGPPrivateKey signKey, String
signer) throws Exception {
if (plainText == null | | plainText.length() <= 0) {
throw new lllegalArgumentException("Plain text is empty.");
}
ByteArraylnputStream in = new ByteArraylnputStream(plainText.getBytes());
ByteArrayOutputStream out = new ByteArrayOutputStream();
encryptAndSign(out, in, encryptKey, signKey, signer);
byte[] encrypted = out.toByteArray();
String encryptedBody = new String(Base64.getEncoder().encode(encrypted), Charset.defaultCharset());

in.close();

out.close();

return encryptedBody;
}
/>I<>I<

* Returns the encrypted and signed message
* @param outputStream Encrypted and signed output stream
* @param inputStream Input stream that needs to be encrypted
* @param encryptKey the public key used for encryption provided by HSBC
* @param signKey your own private key for signing
* @param signer the name of signer
* @throws Exception
*/
public void encryptAndSign(OutputStream outputStream, InputStream inputStream, PGPPublicKey
encryptKey, PGPPrivateKey signKey, String signer) throws Exception {
OutputStream out = new ArmoredOutputStream(outputStream);
try {
//generate encrypted data packets
PGPEncryptedDataGenerator encryptedDataGenerator = new PGPEncryptedDataGenerator(new
JcePGPDataEncryptorBuilder(PGPEncryptedData.AES_256)
.setWithIntegrityPacket(true)
.setSecureRandom(new SecureRandom())
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.setProvider(bcp));
encryptedDataGenerator.addMethod(new
JcePublicKeyKeyEncryptionMethodGenerator(encryptKey).setProvider(bcp));
OutputStream encryptedOutputStream = encryptedDataGenerator.open(out, new
byte[DEFAULT_BUFFER_SIZE]);

PGPCompressedDataGenerator compressedDataGenerator = new
PGPCompressedDataGenerator(PGPCompressedData.ZIP);
OutputStream compressedData = compressedDataGenerator.open(encryptedOutputStream);

//generate complete OpenPGP signed packets

PGPSignatureGenerator signatureGenerator = new PGPSignatureGenerator(new
JcaPGPContentSignerBuilder(signKey.getPublicKeyPacket().getAlgorithm(),
PGPUtil.SHA512).setProvider(bcp));

signatureGenerator.init(PGPSignature.BINARY DOCUMENT, signKey);

//generate signed sub packets, such as signer, sign time, sign key id etc
PGPSignatureSubpacketGenerator subpacketGenerator = new
PGPSignatureSubpacketGenerator();
subpacketGenerator.setSignatureCreationTime(false, new Date());
subpacketGenerator.setSignerUserlID(false, signer);
subpacketGenerator.setlssuerKeylD(false, signKey.getKeyID());

signatureGenerator.setHashedSubpackets(subpacketGenerator.generate());
signatureGenerator.generateOnePassVersion(false).encode(compressedData);

//generate literal data, specify metadata such as data type, date, and file name

PGPLiteralDataGenerator literalDataGenerator = new PGPLiteralDataGenerator();

OutputStream IOut = literalDataGenerator.open(compressedData, PGPLiteralData.B/INARY,
"Sample-Data", new Date(), new byte[DEFAULT BUFFER_SIZE)); //bOut

// convert input stream into byte array, then write into output stream wrapped by encryption,
compress algorithm

byte[] data = IOUtils.toByteArray(inputStream);

|Out.write(data);

signatureGenerator.update(data);

IOut.close();
literalDataGenerator.close();

signatureGenerator.generate().encode(compressedData);

compressedDataGenerator.close();
compressedData.close();

encryptedOutputStream.close();
encryptedDataGenerator.close();
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out.close();

logger.info("encryption key id: {}, sign key id: {}", encryptKey.getKeylID(), signKey.getKeyID());
} catch (PGPException e) {
logger.error("PGP Exception", e);
if (e.getUnderlyingException() != null) {
logger.error("PGP Exception ", e.getUnderlyingException());

}
} catch (Throwable e) {

logger.error("unknown PGP Error", e);

if (inputStream != null) {
inputStream.close();

@Test

public void testEncryptionAndSign() throws Exception {
String plainText = "Trouble will find you no matter where you go.";
String r = pgpHelper.encryptAndSign(plainText, getPublicKey(), getPrivateKey(), "Customer A");
Assertions.assertTrue(r.length() > 0);

}

ASiBA:

5) BIREENZRICERAERR TR

6) f&EF IOUtils.tolnputStream &R AN
7) £ HSBC RIBVEINNE SR I BAS SR TINE
8) f#F base64 XIINZELERHITIRID

T, £k JWS

233 B I-ERMEZE SN

JWT A5
THRENT JWT Payload HEFREINFE:, FAFREME FERIENES%E"1.2.6 IWT Payload"s
AN
w3 BF & =l

typ Token 8! JWT sk JWT - IRRER"IWT"

kid PGP Key Id JWT sk 900864F8C11EB743

alg EREE JWT 3L PS256

ver pRA JWT 3L 1.0 - HRIZEN"1.0"
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jti JWTID JWT GagFE K 74760410-f963-11e8-b2a3-

1bb26e1e5b69
iat Y =Zilin|E] JWT fTagEfK 1565150776
sub FK JWT SREFEMR PC000012345
aud X JWT tagiER baas

payload_hash g FK hash (B JWT S ER 1dab559f1f4bf4f3ca...

payload_hash_alg | fa#iFfk hash &% | IWT GagiFE(K RSASHA256

JWT EELER:

5) fERERRENSEITE IWT &5

6) AETEE 2 FHINEISKEEER hash 13
7) HIEEIWT L

8) HERAIEE JIWTJWS)

(S EANCb
//1. Build the JWT structure
Map<String, Object> claims = new HashMap<>();

long nowSeconds = System.currentTimeMillis() / 1000;
claims.put("iat", nowSeconds);

claims.put("jti", UUID.randomUUID().toString());
claims.put("sub", "BS0000111111"); //your profile id
claims.put("aud", "baas");

//2 Generate hash code for request payload and put into JWT Token

claims.put("payload_hash", "038c3d8437c49840591baf7eb2a2f292c4f959acfe048444da48fc376df36b87");
//your payload hash code

claims.put("payload_hash_alg", "RSASHA256");

//3 Set JWT header

Map<String, Object> header = new HashMap<String, Object>();
header.put("kid", "71F28C2FB8886368"); //key id
header.put("typ", "JWT");

header.put("ver", "1.0");

header.put("key typ", "PGP");

header.put("alg", "PS256");

//4 Generate and Sign the JWT (JWS)

PrivateKey rsaKey = pgpHelper.convertToRsaKey(getPrivateKey());

String token = Jwts.builder().setHeader(header).setClaims(claims).signWith(rsaKey,
SignatureAlgorithm.PS256).compact();

RAGBE -
5) KI5 JWT £544
6) AINEHERGREFARER hash 75
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7) R JWT L
8) ARFIER JIWTUWS)
T—4, %N JWS 2 HTTP 3L

2.3.4 SBA-FZMEZR IWTOWS)E] HTTP L

70 JWS 2 HTTP k&8 Authorization =2E&
Authorization=JWS eyJ2ZXIi0iIxLjAiLCIraWQiOiIBNjI4RjhBRDY3NERCQz
T—%, RIEEMES APl URL BHGEHIERFINEEFER

2.3.5 S 5-FIMERBHKLEHIRE

RIEE BRI APl URL HTEHE R EMIE B ERY header R
KEX ID 2—E— ID, BRIFNRFEMARE—ITRNRE—MEKX

2.3.6 4bIEmg 7

NERZER HTTP ARSI INZZA0E ALiE S LR
MR MRS
5 —MEIZHIERNERAIBAEER— MNZRIER base64 #1743 T RIAZL
6) (&£ base64 FEFBIBALHE Rk
7)  ERIRRFARREAESERYE R R
8) MEERIGEEARE API URL AJEEBFAR, BINSZSE(RIERARY APl URL 374
— N ERIRI NN FNRASRIE AL HR -
{
"profileld": "PC12345678",
"referenceld": "b7e0fdacd8bd",
"statusCode": "ACCP",
"statusDesc": "Accepted Technical Validation (L2)",
"reportBase64":"PFJIc3BvbnNIPgOKICA8UGF5bWVudEIkPmMI3ZTBmMZGFLWQ4YmQtNDk1MC1i
ZDNGIjSWQ+UEMxMjM+"
}
(AN
Jx
* Decrypt and verify encrypted message with your private key and HSBC public key

*

* @param ciphertext encrypted message encoded with Base64
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* @param privateKeys your own private key used for decryption

* @param publicKeys public key provided by HSBC

* @return Decrypted message

* @throws Exception

*/
public String decryptAndVerify(String ciphertext, List<PGPPrivateKey> privateKeys, List<PGPPublicKey>
publicKeys) throws Exception {

ByteArraylnputStream inputStream = new

ByteArraylnputStream(Base64.getDecoder().decode(ciphertext));

ByteArrayOutputStream outputStream = new ByteArrayOutputStream();

decryptAndVerify(inputStream, outputStream, privateKeys, publicKeys);

return outputStream.toString("UTF-8");

/**

* Decrypt and verify encrypted message with your private key and HSBC public key

* @param in encrypted input stream

* @param out decrypted output stream

* @param privateKeys your own private key used for decryption

* @param publicKeys public key provided by HSBC

* @throws Exception

¥/
public void decryptAndVerify(InputStream in, OutputStream out, List<PGPPrivateKey> privateKeys,
List<PGPPublicKey> publicKeys) throws Exception {

if (in == null) {

throw new lllegalArgumentException("The encrypted data is null");

PGPEncryptedDatalist encryptedDatalist;

PublicKeyDataDecryptorFactory dataDecryptorFactory = null;

PGPPublicKeyEncryptedData encryptedData = null;

try {
// create PGPObjectFactory obj, parse and handle input stream, get encrypted data list obj
PGPObjectFactory pgpObjectFactory = new PGPObjectFactory(PGPUtil.getDecoderStream(in),

keyFingerPrintCalculator);

//#1 get data obj from PGPObjectFactory check if it's PGPEncryptedDatalist
Object obj = pgpObjectFactory.nextObject();
if (obj instanceof PGPEncryptedDatalList) {
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encryptedDatalist = (PGPEncryptedDatalist) obj;
}else {
// the first object might be a PGP marker packet.
encryptedDatalist = (PGPEncryptedDatalist) pgpObjectFactory.nextObject();

// data list should only include one encrypted data obj
if (encryptedDatalist.size() > 1) {
logger.warn("There are {} encrypted data, only decrypt the last one",

encryptedDatalist.size());
}

//#2 get the encrypted data, only process the last one
Iterator<PGPPublicKeyEncryptedData> it = encryptedDatalist.getEncryptedDataObjects();
while (it.hasNext()) {

encryptedData = it.next();

//#3 Find the matching private key to create PublicKeyDataDecryptorFactory obj
for (PGPPrivateKey privateKey : privateKeys) {
if (encryptedData.getKeyID() == privateKey.getKeyID()) {

dataDecryptorFactory = new

JcePublicKeyDataDecryptorFactoryBuilder().setProvider(bcp).setContentProvider(bcp).build(privateKey);

break;

}
} catch (Throwable e) {

logger.error("Parse and handle input stream failed", e);

if (dataDecryptorFactory == null) {

throw new PGPException("Provided key id does not match the key client used on this payload");

PGPCompressedData compressedData;

PGPOnePassSignaturelList onePassSignatureList = null;
PGPSignaturelList signaturelList = null;

ByteArrayOutputStream plainOutput = new ByteArrayOutputStream();
InputStream decryptedDataStream = null;

byte[] output = null;

try {
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//#4 Get the plain text by using your private key to decrypt the encrypted text
decryptedDataStream = encryptedData.getDataStream(dataDecryptorFactory);

// parse and handle decrypted data stream, get compressed data obj

PGPObjectFactory pgpObjectFactory2 = new PGPObjectFactory(decryptedDataStream,
keyFingerPrintCalculator);

Object dataObj = pgpObjectFactory2.nextObject();

while (dataObj != null) {
if (dataObj instanceof PGPCompressedData) {
compressedData = (PGPCompressedData) dataObj;

// pbarse out compressed data

pgpObjectFactory2 = new PGPObjectFactory(compressedData.getDataStream(),
keyFingerPrintCalculator);

dataObj = pgpObjectFactory2.nextObject();

if (dataObj instanceof PGPLiteralData) {
// have to read it and keep it somewhere.
Streams.pipeAll(((PGPLiteralData) dataObj).getInputStream(), plainOutput);
} else if (dataObj instanceof PGPOnePassSignaturelist) {
onePassSignaturelList = (PGPOnePassSignaturelist) dataObj;
} else if (dataObj instanceof PGPSignaturelList) {
signatureList = (PGPSignatureList) dataObj;
}else {

throw new PGPException("Unknown message type.");

// get and handle the next data obj from factory
dataObj = pgpObjectFactory2.nextObject();

output = plainOutput.toByteArray();
} catch (Throwable e) {

logger.error("Parse and handle decrypted data stream failed", e);
} finally {

plainOutput.close();

if (decryptedDataStream != null) {

decryptedDataStream.close();

}
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if (onePassSignatureList == null | | signatureList == null) {

throw new SignatureException("Poor PGP. Signatures not found.");

boolean signatureVerified = false;
try {
//#5 Verify the signature using HSBC's Public Key, should only include one signature in encrypted
data
for (int i = 0; i < onePassSignaturelist.size(); i++) {
PGPOnePassSignature ops = onePassSignaturelist.get(i);
if (publicKeys != null) {
for (PGPPublicKey publicKey : publicKeys) {
ops.init(new JcaPGPContentVerifierBuilderProvider().setProvider(bcp), publicKey);
ops.update(output);

PGPSignature signature = signatureList.get(i);
if (ops.verify(signature)) {
signatureVerified = true;

}
} catch (Throwable e) {

logger.error("verification failed", e);

if (IsignatureVerified) {

throw new SignatureException("Signature verification failed");

if (encryptedData.isIntegrityProtected() && !encryptedData.verify()) {
throw new PGPDataValidationException("Data is integrity protected but integrity is lost.");

try {
// write decrypted byte array into output stream

out.write(output);

out.flush();
} catch (Throwable e) {

logger.error("Write output stream failed", e);
}Hinally {
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if (out !=null) {
out.close();

}

in.close();

@Test

public void decrytAndVerifyTest() throws Exception {
String expected = "Trouble will find you no matter where you go.";
String ciphertext = "LSOtLS1CRUdJTiBQR1AgTUVTUOFHRSOtLSOtDQpWZXJzaW9uQiBCQ1BHI...";
String actual = pgpHelper.decryptAndVerify(ciphertext, getBankPrivateKeys(), getClientPublicKeys());
Assertions.assertEquals(expected, actual);

@Test
public void decrytAndVerifyTest2() throws Exception {
String expected = "Trouble will find you no matter where you go.";
String ciphertext = "LSOtLS1CRUdJTiBQR1AgTUVTUOFHRSOtLSOtDQpWZXJzaW9uQiBCQ1BHI...";
byte[] decodedData = Base64.getDecoder().decode(ciphertext);
InputStream inputStream = new ByteArraylnputStream(decodedData);
ByteArrayOutputStream outputStream = new ByteArrayOutputStream();
pgpHelper.decryptAndVerify(inputStream, outputStream, getBankPrivateKeys(),
getClientPublicKeys());
String actual = outputStream.toString();
Assertions.assertEquals(expected, actual);

}

RAZiBA:

4) f#9 base64 JRADHINEN

5) [EFAECRRABEREZEINNHE, iTEZFABRIRE HSBC HRRIZAXIFRIFATE
6) {FM HSBC HINIEREHE

2.4 POST /balances

MK P SEnEE AP,
2.4.1 R

o KPRIEIIE— I ELER AP, BTFEREHRELEHEKFLISCAIREER;
® balanceDate FEFATBEFTZE 365 KSR BEINATSEEA;
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—RIERAILAIFRE 50 MERSHARXAIKFREEEE;

XFFAIESKEASAET 9 JSON, MMaRAYBASAETLETLAZ JSON 5E 2 CAMT (ISO 20022 XML);
X3F camt.052 XML R9Impz, EREKF SRIREEEIRS

X4F camt.053 XML B9MERL, EEIREIMF SR BEARREERIRES

JSON #zUHIMRLEIR BN HR AR F7 58 BRI RS SR E |

IKPSREEIR AP MEHIZK IR BIERER.

API IIRREE 6 FEBIRIRTER

Opening Available Balance (OPAV)

Opening Booked Balance (OPBD)

Interim (Current Day) Available Balance (ITAV)

Interim (Current Day) Booked Balance (ITBD)
Closed (Historical Date) Available Balance (CLAV)
Closed (Historical Date) Booked Balance (CLBD)

2.4.2 APl iERIEX

IKPRESEEATLSHF— I EES MRS, BXERRSASET 50 MK, BREJ APIHEXR
LESE AP SUEHETE.

FERE ik FERXE | BAKE | ®iE il
accountBalances | ZETRYCFIRITIKF S | Array 50 Yes
=
accountNumber | JCEERITMH String 34 Yes 4000001234567
8
accountCountry | [CEFRITMFFRFERNES | String 2 Yes GB
SE]
institutionCode | ICFRITMF FAERINLIG | String No | HBEU
SE]
accountType M F2EBIFRIR, Filgn, CA 3% | String No |CA
WM& MK~ (Current
Account)
balanceDate EEARIAIEER Date No yyyy-mm-dd
IFRIESCTH:
1. B—KFEE:
{
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"balanceDate": "2021-09-06",
"accountBalances": [

{
"accountNumber": "12345678",
"accountCountry": "GB",

"accountType": "CA",
"institutionCode":"HBEU"

}
]
}
2. ZKFEA:
{

"balanceDate": "2021-09-06",
"accountBalances": [

{

"accountNumber": "12345678",
"accountCountry": "GB",
"accountType": "CA",
"institutionCode":"HBEU"

¥

{

"accountNumber": "12345678",
"accountCountry": "US",

"accountType": "CA",
"institutionCode" :"HBUS"

}
]
}

S APIERIEX:

o RIRAFERIUESIBRIENIAN, SKAEEREAREY 50 MK,
(ERERIZFRASEXNERIEN AN SR, FELE ERICFRITAAXYENE,;
XIINESFAIEE S Base64 4wtS;

1% Baseb4 fRIBAVESHENIEKIENAY JSON =E; - balancesRequestBase64

Base64 fi3AYERIESIRMHI:
{
"balancesRequestBase64" : "PD94bWwgdmVyc21vbjOiMSAwIiBlbmNvZGluZz@iVVRGLTgiPz4NCjxEb2

N1bWVudCB4bWxucz@idXJuOmlzbz="
}
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2.4.3 API g B 1F 3C

API BIRIHIBN IEX BB LA TMER

FERE s

referenceld | H APl &ZAIXI R S BHERAIE—TRRIE. &AKE 12 (i,

profileld SEFCFRRIT API fRSSHY Profile ID

statusCode | MIRCRZSAS. tban, ACCP

statusDesc X RN RERSAD AR,

reportBase64 | B#ER, NIZLAK Base64 fmAoHY XML 5& JSON &= AN IESZAESZ,

PR INNmRLIE SR 3G -

{

"referenceld": "b7e@fdacd8bd",

"profilelId": "PC12345678",

"statusCode": "ACCP",

"statusDesc": "Accounts balances report generated successfully.",

"reportBase64" :"PFJ1c3BvbnN1PgOKICA8BUGF5bWVUdE1kPmI3ZTBmZGFjLWQ4YmQtNDk1IMC1iZDNG1jS
WQ+"

}
Nl B2 1E SRS FE:
o MImRIESIHFREY JSON =E% reportBase64 FI(E;
o XIXRENAVEHIT Base64 f#Y;
o ([FREEFIRIYFABXEBENN MRS EINRNIES A ;
o FEIENKFREEEMEMZRANXE, T AP EKRITIEEIRRIREIEZ, ©rlse
2 CAMT52, CAMT53 5:#& JSON g8z,
[0]vA 374374 5 ]|

LARSAERSE R R M T #I0%, fRASHIRRIIES B AN FEIE A IFMRER. XEEEHBALA
7£"Endpoints "TAE FEHY API STREAISE (Swagger 3X14) E#E.
CAMTS52 18, (&X)
¥IEES% SWIFT MyStandards #5% :
camt.052 #3E: HSBC.camt.052.001.02 BankToCustomerAccountReport
camt.052 Excel #&=i59: HSBC.camt.052.001.02 BankToCustomerAccountReport Excel
camt.052 tREMKF~F: balances camt.052 standard account sample

camt.052 IBAN 7=f5]: balances camt.052 IBAN sample
CAMT53 #&=( ([FSEEHHA)
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https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_camt.052.001.02_BankToCustomerAccountReport.pdf
https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_camt_052_001_02_BankToCustomerAccountReport_Core.xlsx
https://develop.hsbc.com/sites/default/files/hsbc_pdf/Balance%20API%20-%201%20account%20-%20XML%20-%20current%20-%20CAMT52%20-%20standard%20account_0.txt
https://develop.hsbc.com/sites/default/files/hsbc_pdf/Balance%20API%20-%201%20account%20-%20XML%20-%20current%20-%20CAMT52%20-IBAN.txt
javascript:Void(0)

#I5E5% SWIFT MyStandards #58:
camt.053 #5E: HSBC.camt.053.001.02 BankToCustomerStatement
camt.053 Excel #&={it53: HSBC.camt 053 001 02 BankToCustomerStatement Excel
camt.053 {47~f5: balances camt.053 sample
JSON #8=z{,

FIBIESE API SGEAEH JSON FERAYE N,
{

"balances": [
{
"identification": "USHBUSCA123456789",
"balance": [
{
"type": "OPAV",

"creditDebitIndicator": "Credit",
"dateTime": "2019-09-26T",
"amount": {
"amount": "9.63",
"currency": "USD"
I,
"creditLine": [
{
"included": false,
"amount": {
"amount": "0.00",
"currency": "USD"

"type": "OPBD",
"creditDebitIndicator": "Credit",
"dateTime": "2019-09-26T",
"amount": {
"amount": "9.63",
"currency": "USD"
b,
"creditLine": [
{
"included": false,
"amount": {
"amount": "0.00",
"currency": "USD"

"type": "ITAV",
"creditDebitIndicator": "Credit",
"dateTime": "2019-09-26T00:00:00",
"amount": {

"amount": "9.63",

"currency": "USD"
.
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https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_camt.053.001.02_BankToCustomerStatement.pdf
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"creditLine":

"included": false

"amount”:
"amount": "0.00"
"currency": "USD"

"type": "ITBD"
"creditDebitIndicator": "Credit"
"dateTime": "2019-09-26T00:00:00"
"amount”:

"amount": "9.63"

"currency": "USD"

"creditLine":

"included": false

"amount”:
"amount”: "0.00"
"currency": "USD"

2.5 POST /transactions

RFBICREIA AP,

2.5.1 iR

* XIFCREWE—MELSENE AP, BTERNSKEHE BRI RZZBICR;

® % APl —IREIRHNSFF— MK,

o ETNERGEATHRANNEFRRZZICR, ERRMAILESXNEHLBH;

o EXHEAHE, FLIE 6 NERNRZICREN;

® HISHUEKEASZIEIU/ JSON, TiRMAIBASEZUAILIZ JSON, camt.052 (HXRZZHPMH), BiE
camt.053 (FoSE BHA3ZZRE4) ;

® MTHREAHNRZICREN, —RIBEKREZIRME 1000 FRFICRER NFERNESHICR, &
FEFERE AR Batch Token SRR EEDIEK;

® RPICRIPATLULRZ BT AT FekE b FiRE].
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AP| IR RS ICRIBMRS N EEI BEIRE

EHHRAMEK, WIRE camt.052 RAIARIZZICRIAMA

AR AHEEEER, MRE] camt.053 &RHIFHHIZRICRIAH

JSON AR BT LA IFHRAVH AR BICR, & HE BN ZICRIBHEER

2.5.2 APl iHRIEX

KPR ZICRBEEIE LSRR —K RIS REE St BHRER. B APHBERIRLESE API XL
EEE.

FERA fid FERXE WIR Bl
transactionDate EEARZICTRAIEE Date Yes yyyy-mm-dd
transactionTimeFrom | ZZZ1ICRAFE#ER (24 )\ | Time No hh:mm
#igzl). (NERTEXRIE
19,
transactionTimeTo REICHRAIEZR A (24 /Mgt | Time No hh:mm
#igzl). (NERTEXRIE
.
accountNumber CFIRITRE String Yes 40000012345678
accountCountry ICFIRITK P EAEREZRLS | String Yes GB
(=)
institutionCode ICFIRITK P ERrERIHAAME | String No HBEU
E)
accountType MeF3EBRR, Ian, CAZ | String No CA
~W &£ WK~ (Current
Account)
bankTransactionType | fR1732 Z KBS, TRE S | String No SWIFT 8¢Z& BAI
SWIFT, 1ZHBINRTE 7 MM
IREIEAVRITRRZ L.

ERIES 3 Hl:

1. HXEH:

{

"transactionDate": "YYYY-MM-DD",

"transactionTimeFrom": "12:56",

"transactionTimeTo": "18:56",
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"accountNumber": "1234576789",
"accountCountry": "GB",
"institutionCode": "HBEU",
"accountType": "CA",
"bankTransactionType": "SWIFT"

}
2. ASEEEAER:
{

“"transactionDate": "YYYY-MM-DD",
"accountNumber": "1234576789",
"accountCountry": "GB",
"institutionCode": "HBEU",
"accountType": "CA",
"bankTransactionType": "BAI"

#EE APIEKIEX :
o RERAERTUESEIERIEN AN ;
® (EREHIZEFAANIERIENIANES, FELEM CERICFRITAANEIE,
o IINEIFRIZE XN Base64 Jrid;
® 5 Base64 fRIBHYESTENIGKIENAY JSON =FE; - transactionsRequestBase64

Base64 fwiSANEKIES R

{
"transactionsRequestBase64": "PD94bWwgdmVyc21vbjOiMS4wIiBlbmNvZGluZz@iVVRGLTgiPz4NC]

XEb2N1bWVudCB4bWxucz@idXJuOmlzbz="
}

2.5.3 API g 7 £R 3k

ERA TN AR DB B SRR ZICREGE (BT 1000 5A4Y) FEIRE,

tRk& RIRERYE iR
x-next-batch | Y 2 x-next-batch = Y BY, FRXFEIBRIBHA/AS
B, FEEZHIRZZICREHREL
x-batch- wEJihgdikdimnADMwyLsHGD | 24 x-next-batch = Y B, #2EX the x-batch-token
token LASREEREN S piEIs B /B E T2 BicR.

£ x-next-batch 1 x-batch-token {RIEE AR ZICFRERIT 1000 £&AHR[E],
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2.5.4 API g 7 1F 3C

AP FIREZHIBRIEX B & LI MMER:
FERE g
referenceld | F APl ERRYXI N SRS KAIME—RRIE, AKE 12U
profileld R CEERTT API IRSSHY Profile ID
statusCode | MAIRAZSAS, tban, ACCP
statusDesc | XYMZNARCARZSABATHEAR,
reportBase64 | BMER, MMELK Base64 fREEHI XML 52 JSON XA RIIESIBESL,

BV RLIE S B 6 -

{
"referenceld": "b7e0fdacd8bd",

"profileId": "PC12345678",
"statusCode": "ACCP",
"statusDesc": "Account Transaction Report generated successfully.",
"reportBase64" :"PFJ1c3BvbnN1PgOKICA8UGF5bWVUdE1kPmI3ZTBmZGF jLWQ4YmQtNDk1MC1iZDNG1 ]S
WQ+"
}
W B2 IE ST R4k :
® MIFRIESCHFREY JSON =2E& reportBase64 HIE;
® XIIRENAYERH1T Base64 A3,
o (EREEFIRAIFAEIFISERIA S MARZSEIMNIESZ A
FERANKFRZICREENERZRNANE, EFE AP IEXKITEEIRFRRENE, ErJ6E
= CAMT52, CAMT53 =& JSON A&,
Wi Bz XE SZBE S AR5
AR SOSHEE R GIRE TR0, AR IESZ B NS NFERIIE ANFEMER. X SRl
#£"Endpoints "TaHE A APl SHSHISE (Swagger Xf4) EE#E.
CAMT52 &=\ (&X)
¥IEES% SWIFT MyStandards #5E :
camt.052 #3E: HSBC.camt.052.001.02 BankToCustomerAccountReport

camt.052 Excel #&=#59: HSBC.camt.052.001.02 BankToCustomerAccountReport Excel

camt.052 7=~fjl: transactions camt.052 sample
CAMTS3 183 (FGSREHA)
#IEE&% SWIFT MyStandards #58:
camt.053 #iE: HSBC.camt.053.001.02 BankToCustomerStatement
camt.053 Excel #&={(i83: HSBC.camt 053 001 02 BankToCustomerStatement Excel
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javascript:Void(0)
https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_camt.052.001.02_BankToCustomerAccountReport.pdf
https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_camt_052_001_02_BankToCustomerAccountReport_Core.xlsx
https://develop.hsbc.com/sites/default/files/hsbc_pdf/Transaction%20API%20camt052%20-%20XML%20-%20current%20day%20%20-%20one%20transaction.txt
javascript:Void(0)
https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_camt.053.001.02_BankToCustomerStatement.pdf
https://develop.hsbc.com/sites/default/files/hsbc_pdf/HSBC_camt_053_001_02_BankToCustomerStatement_Core.xlsx

camt.053 {47=f5l: transactions camt.053 sample

JSON &=t
FIEIES%E API SEEA JSON FERAIENX.

"transactions": {
"scheme": {
"identificaton": "USHBUSCA123456789"
s
"requestorAccountId": "123456789",
"balance": [
{
"type": "OPAV",
"creditDebitIndicator": "CREDIT",
"dateTime": "2019-09-23T",
"amount": {
"amount": "9.68",
"currency": "USD"
3
"creditLine": [
{
"included": false,
"amount": {
"amount": "@.00",

"currency": "USD"

"type": "OPBD",
"creditDebitIndicator": "CREDIT",
"dateTime": "2019-09-23T",
"amount": {
"amount": "9.68",
"currency": "USD"
}s
"creditLine": [
{
"included": false,
"amount": {
"amount": "@.00",

"currency": "USD"

]
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https://develop.hsbc.com/sites/default/files/hsbc_pdf/Transaction%20API%20camt053%20-%20XML%20-%20historical%20date%20%20-%20one%20transaction.txt
javascript:Void(0)

{
"type": "CLBD",
"creditDebitIndicator": "CREDIT",
"dateTime": "2019-09-23TCLOSE",
"amount": {
"amount": "9.61",
"currency": "USD"
¥
"creditLine": [
{
"included": false,
"amount": {
"amount": "0.00",
"currency": "USD"
}
}
]
s
{
"type": "CLAV",
"creditDebitIndicator": "CREDIT",
"dateTime": "2019-09-23TCLOSE",
"amount": {
"amount": "9.61",
"currency": "USD"
¥
"creditLine": [
{
"included": false,
"amount": {
"amount": "0.00",
"currency": "USD"
}
}
]
¥
1
"statementCount": "5",

"transaction": [
{
"items": {
"transactionReference": "NONREF",
"statementReference": "REGJ2",
"creditDebitIndicator": "D",

"reversalIndicator": "N",
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"transactionStatus": "S",
"bookingDateTime": "2019-09-23",
"valueDateTime": "2019-09-23",
"transactionInformation”: "MISCELLANEOUS DEBIT ACH CHARGE FOR GENERATED OFF
SET",
"transactionAmount”: {
"amount": "@.07",
"currency": "USD"
¥
"bankTransactionCode": {
"code": "MDOP",
"subcode": "OTHR"
¥
"proprietaryBankTransactionCode": {
"code": "NMSC",
"issuer": "SWIFT"

}
¥
{
"items": {
"transactionReference": "266490729",
"statementReference": "E2EIDREFPVTO66",
"creditDebitIndicator": "D",
"reversalIndicator": "N",
"transactionStatus": "S",
"bookingDateTime": "2019-09-23",
"valueDateTime": "2019-09-23",
"transactionInformation”: "BOOK TRANSFER DEBIT 45BOOK DEBIT HSBC BANK USA",
"transactionAmount": {
"amount": "@.01",
"currency": "USD"
¥
"bankTransactionCode": {
"code": "ICDT",
"subcode": "BOOK"
¥
"proprietaryBankTransactionCode": {
"code": "NTRF",
"issuer": "SWIFT"

}
s
{
"items": {
"transactionReference": "NONREF",
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"statementReference": "NONREF",
"creditDebitIndicator": "D",
"reversalIndicator": "N",
"transactionStatus": "S",
"bookingDateTime": "2019-09-23",
"valueDateTime": "2019-09-23",
"transactionInformation”: "ACH PAYMENT HEXAGON PAYMENT PVT TESTI PAYMENT 13
2774727",
"transactionAmount”: {
"amount": "@.07",
"currency": "USD"
Ts
"bankTransactionCode": {
"code": "ICDT",
"subcode": "ATXN"
¥
"proprietaryBankTransactionCode": {
"code": "NTRF",
"issuer": "SWIFT"

}
¥
{
"items": {
"transactionReference": "NONREF",
"statementReference": "NONREF",
"creditDebitIndicator": "C",
"reversalIndicator": "N",
"transactionStatus": "S",
"bookingDateTime": "2019-09-23",
"valueDateTime": "2019-09-23",
"transactionInformation™: "ACH CONCENTRATION CREDIT CORPORATE DEPOSIT FROM
HEXAGON TESTING",
"transactionAmount”: {
"amount": "@0.04",
"currency": "USD"
¥
"bankTransactionCode": {
"code": "RCCN",
"subcode": "ACON"
¥
"proprietaryBankTransactionCode": {
"code": "NTRF",
"issuer": "SWIFT"

}
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¥
{
"items": {
"transactionReference": "NONREF",
"statementReference": "NONREF",
"creditDebitIndicator": "C",
"reversalIndicator": "N",
"transactionStatus": "S",
"bookingDateTime": "2019-09-23",
"valueDateTime": "2019-09-23",
"transactionInformation": "ACH CREDIT DEPOSIT FROM PVT TESTING IV H",
"transactionAmount": {
"amount": "@.04",
"currency": "USD"
¥
"bankTransactionCode": {
"code": "MCOP",
"subcode": "OTHR"
¥
"proprietaryBankTransactionCode": {
"code": "NTRF",
"issuer": "SWIFT"

¥

1

"pagination": {
"pageNumber": "1",
"lastpageInd": "true"

2.6 Swagger

Swagger X1

2.7 Treasury APl /b &

2.7.1 {£F+5m

WetWPEzal, SEEE—E. MBCEEEPSEAATLE AP AR SIALRTERNE
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https://develop.hsbc.com/downloadfile?filetype=swagger&node=898

EIELAR NS,
BOEENE—NDEME, 1B/ Developer Portal EWEA_LART Dev Hub ji#z.
Dev Hub 25+ EBELAMBEMNES. EXE, MEEERIUAEN T BIBN/BREANEN
R,
B2
AV == E i e e =]

W RS iER

2.7.2 PyERINE R

BAINEDESTIEIIIE AP ERAVEERENTRL,
BRI ER—N ENNERE, SHLURE AP ERNEAMNSIE IR BTSSRI,
o RV RUEHPERIEIIRS, WFRIZHERSE,;
CIRFIEFMEN APl —#¢, RATET JWT L LREELAR PGP B9INZE41H;
ERAM R A IES BE AR B2, MNEELAK ) Base64 YRS,
NS (ZFIHRETR) SEOEIESRE;
o EFFAPRNEREALEE FEHAINZZHAEREDIAY client-pgp-keys.info XL E!,

Ereb& URL: https://sandbox.corporate-api.hsbc.com/

2.7.3 BHEDE NS

LUK ERINZIE e M EROA SRR . ERP RN R HRSERX LK,
DEMHKA:
Hal, AERPEmME SIZABARIEFEX TR MNOEEFHIKE.

Customer ID Treasury ID Cards ID Account Number
USCIN: 1111111111 USTRSY:PC00000001 USCARD:PC00000000001 1100000011
USCIN:2222222222 USTRSY:PC00000002 USCARD:PC00000000002 1100000012

accountNumber | accountCountry | institutionCode | accountType | bic

1100000011 us HBUS CA MRMDUS33XXX

1100000012 us HBUS CA MRMDUS33XXX
PEN5ERkS INFREBZRIE FISHIRINZEI b SRS+, BALUEA OBO EiliEEE APl #HiTHEIA.

https://sandbox.corporate-api.hsbc.com/v1l/form/customer_onboarding/obo_profiles
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https://develop.hsbc.com/node/714
https://develop.hsbc.com/node/575
https://develop.hsbc.com/node/587
https://sandbox.corporate-api.hsbc.com/

2.7.4 Postman Collection

BT EEEaT L T E— N B Postman Collection SEFFEEHISEREDE D IR,

Please either:
1. £ HSBC T{FX B RIEEREE Postman Collection, ItTEX T HSBC HIMERHEET R
BT AT,
2. tIEETEBESHEH Collection 99X - T8, WO T HSBC TEXRIBEEARE IAY;
3. & Postman Collection LATE&HIEMHE Postman R ERE.
iBEE, Postman HYEEXmAY.
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https://identity.getpostman.com/accounts?continue=https%3A%2F%2Fgo.postman.co%2Ffork%3Fcollection%3D15465329-d7f3b751-30ed-44ed-a978-881f0595d893%26workspaceId%3D7d9b5ae4-ca05-4b3d-b753-9fc624673ed5%26referrer%3Dhttps%253A%252F%252Fdevelop.hsbc.com%252Ftreasury-account-information-v3%26traceId%3Dundefined

EEFH

RHHCFRIT(FEBRAT(CFENRM. (CFENAUGRBTIERE. oS W
HARERBRXEAMERLE, BiCFEARETLEXSEREARBMEEATVMEE. BEHE
NHEHEHEDTRNE. SEEEAREE NGRS, WA 2B aE o FH A apE
29, BigESERk. WHEANBITRRNAXEFNE @, RSTIEMASMBIRIITM,
RGP EABIEERE, BRERXCFEARRESLTERE, MEHEXEED
SHl. BED, IRAEFEMEAIREE.

© WIFRE. CFEEHE 2024
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